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Voltage fluctuation sensors measure minute changes in an FPGA power distribution network, allowing
attackers to extract information from concurrently executing computations. Previous voltage fluctuation
sensors make assumptions about the co-tenant computation and require the attacker have a priori access or
system knowledge to tune the sensor parameters statically. Additionally, prior voltage fluctuation sensors
make use of proprietary vendor intellectual property and do not provide guidance on sensor migration to
other vendors. We present the open-source design of the Tunable Dual-Polarity Time-to-Digital Converter,
which introduces three dynamically tunable parameters that optimize signal measurement, including the
transition polarity, sample window, frequency, and phase. We show that a properly tuned sensor improves
co-tenant classification accuracy by 2.5× over prior work and increases the ability to identify the co-tenant
computation and its microarchitectural implementation. Across 13 varying applications, our techniques yield
an 80% classification accuracy that generalizes beyond a single board. Our sensor improves the ability of a
correlation power analysis attack to rank correct subkey values by 2×. As an extension to our prior work,
we show that the voltage fluctuation sensor is portable to multiple FPGA vendors, and we demonstrate
implementations on both Xilinx and Intel FPGA systems.
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1 Introduction
Cloud providers offer Field Programmable Gate Arrays (FPGAs) as a service. The versatility
of FPGAs makes them efficient compute engines for neural networks [11], genome sequencing
[4], secure database transactions [1], networking [45], and homomorphic encryption [43]. These
applications have strict requirements for data confidentiality and computational integrity.

FPGA cloud providers use strict time-sharing schemes where a user rents the entire FPGA.
This can leave the FPGA under-utilized. FPGA virtualization maximizes utilization by supporting
multiple concurrent users [57]. It can reduce costs and increase efficiency, making it an attractive
option for cloud service providers.

Unfortunately, FPGA virtualization introduces a side channel observable by an attacker imple-
menting a voltage fluctuation sensor within their programmable logic. Voltage fluctuation sensors
measure minute voltage changes in the Power Distribution Network (PDN) that expose details
about co-tenant computations. Voltage fluctuation sensors are used as a covert channel [49, 59] or
a side channel to extract cryptographic keys of co-located encryption cores [49, 59].
Time-to-Digital Converters (TDCs) are a common voltage fluctuation sensor that measure

the propagation delay through a linear array of logic elements, which is a function of the PDN
voltage. A slower propagation indicates that the PDN is stressed by some computation. These
voltage fluctuations over time can be measured with consecutive TDC output captures.

Figure 1 shows our open-source pipeline. In Stage 1©, an attacker co-locates temporospatially with
a victim user. The attacker measures the shared PDN in Stage 2©. Our open-source Tunable Dual-
Polarity TDC allows the attacker to dynamically tune its sensing parameters, including transition
polarity, sample window, frequency, and phase. Previously proposed TDC sensors are statically
tuned in one or more of these parameters, which requires detailed knowledge of the computational
environment and target computation. Utilizing these techniques in Stage 3©, we demonstrate that
a well-tuned sensor can improve classification accuracy by 2.5× over a statically-tuned sensor that
incorrectly characterizes its environment or target computation. After successfully classifying an
Advanced Encryption Standard (AES) computation, we demonstrate in Stage 4© that proper
sensor calibrations increase the ability to correctly rank subkey values by 2× in a Correlation
Power Analysis (CPA) attack.

The contributions of this work are:

—An Open-Source Tunable Dual-Polarity TDC sensor for performing side-channel attacks on
FPGAs.

—A study of our sensor implementation on both Intel and Xilinx platforms.
—A study of threemetrics formeasuring the propagation distance of rising and falling transitions.
—A technique for maximizing channel information by adjusting capture window duration.
—A method for tuning to the unknown phase of a co-tenant computation and isolating it from
the environment.

—A study characterizing the impact of these parameters on a 13-application, cross-board classi-
fication problem.

—An application of our tuning methods to a multi-tenant CPA attack.

To the best of our knowledge, this is the first work to demonstrate a tuning feature to minimize the
phase difference between a voltage fluctuation sensor and a victim computation. We describe this
ACM Transactions on Reconfigurable Technology and Systems, Vol. 17, No. 3, Article 49. Publication date: September 2024.
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Fig. 1. 1© An attacker spatiotemporally locates with a victim. 2© The attacker instantiates our Tunable Dual-
Polarity TDC. 3© Our dynamic tuning techniques improve the ability to classify victim co-tenant computation
by 2.5×. 4© After recognizing a cryptographic core, dynamic tuning increases the effectiveness of CPA
by 2.2×.

novelty in great detail in Section 4.4 and contrast it to prior work in Section 5. As an improvement
to our prior work, we demonstrate the portability of our voltage fluctuation sensor design to
Intel FPGA architectures. To maintain the resolution of our sensor on Intel FPGA systems, we
present a novel Phase-Locked Loop (PLL) configuration preprocessing algorithm that provides
fine-grained phase stepping capabilities to FPGA systems with low resolution PLL phase increment
specifications.

The article is organized as follows: Section 2 presents the threat model. Section 3 describes our
Tunable Dual-Polarity TDC and its tuning abilities on Xilinx and Intel architectures. Section 4
experimentally verifies the tuning optimizations presented in the previous section and shows how
this can be leveraged to perform our classification attack as well as a CPA. We conclude in Section 6.

2 Threat Model
Figure 2 describes the proposed threat model. The attacker is provided access to a cloud FPGA. The
attacker has a design with a voltage fluctuation sensor and deploys it on the FPGA. We assume
the system provides logical separation of the tenants [20, 34] and the attacker is restricted to
system-defined interfaces, e.g., those provided by a shell. The attacker gathers the sensor readings,
determines if a targeted co-tenant is present, and extracts confidential information from them. The
attack is performed entirely remotely.

The attacker is a malicious adversary that aims to extract information from spatiotemporal
co-tenants. This could be as simple as whether a co-tenant is currently using the FPGA, e.g., to
know when to launch a fault attack [18, 32, 51]. The attacker could classify whether a specific type
of computation is occurring on the shared FPGA, e.g., is the co-tenant performing encryption? It
could infer details about the co-tenant’s design, e.g., are they using a soft processor? Is it a RISC-V
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Fig. 2. Remote TDC ThreatModel: 1© An attacker is given access to a remote multi-tenant FPGA and programs
it with a voltage fluctuation sensor. 2© The sensor readings are gathered and sent to the attacker for analysis.
3© The attacker tunes the parameters \ and q to better extract co-tenant information. This article studies the
impact of \ and q tuning.

processor? The attacker could also learn information about the data being computed upon, e.g.,
extracting a cryptographic key [17, 48, 59], and leverage the architectural details learned about
implementation to increase recovery speeds.

The attacker can implement a voltage fluctuation sensor. Our voltage fluctuation sensor is a
variant of a TDC sensor [60]. We assume the sensor will pass bitstream analysis techniques that
detect remote attacks [33]. As discussed later, our sensor passes the checks performed by Amazon
Web Services (AWS) F1 instances.

We do not make any assumptions about where the sensor is placed, e.g., the victim computation
does not need to have one of its wires running through it [15, 44, 46]. However, the sensors are more
sensitive to computations that are spatially closer [30, 44], and so, as proximity decreases, demand for
sensor tuning described in this increases. We consider only attacks within the same programmable
logic. However, similar attacks have been shown from the FPGA to a CPU on the same die [59],
across dies on a 2.5D integrated package [13], and across chips on the same board [14, 49].

The shell-role architecture in existing cloud FPGA-as-a-service infrastructures could allow a
compromised Cloud Service Provider (CSP) to act as an attacker. Users who do not trust the
CSP could deploy their cloud applications within FPGA trusted execution environments [58]. A
compromised CSP may include one or more voltage fluctuation sensors within the shell logic to
perform side-channel analysis on the enclave cryptographic cores.

3 Tunable Dual-Polarity TDC
Our Tunable Dual-Polarity TDC1 has four key features: (1) it captures both rising and falling
transition polarities (Dual-Edge); (2) it provides real-time adjustment of the samplewindow duration;
(3) it provides real-time phase adjustment of the sample clock relative to the target computation;
and (4) it provides real-time frequency adjustment of the sample clock. We use these features to
tune the sensor to the voltage fluctuations of the PDN caused by the target.

Figure 3 shows the Tunable Dual-Polarity TDC architecture.The sensor’s core is a pulse generator
that induces rising and falling transitions through a delay line at a configurable frequency �B0<?;4 .
A single pulse contains a positive (0→ 1) and a negative (1→ 0) pulse edge. Positive and negative
pulse edges are issued sequentially in the Launch Clock domain. Pulse edges cause falling and
rising transitions to propagate through a linear array of delay line elements to the Output capture
register, which is controlled by the Capture Clock. \ is the phase difference between the Launch
Clock and the Capture Clock—the time between the pulse launch and the subsequent capture
of the transition in the output registers. When \ is set correctly, a transition will be propagating

1The sensor architecture and the sensor implemented alongside a PicoRV core executing AES has been open-sourced for the
PYNQ-Z2. Additionally, we provide an easy-to-install Python Productivity for Zynq (PYNQ) package for interacting
with the sensor and an example Jupyter Notebook studying how q shifting can be used for isolating relevant computation
on the PicoRV running AES. All this is available at: https://github.com/KastnerRG/Tunable-TDC
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Fig. 3. Tunable Dual-Polarity TDC Architecture: A pulse generator produces falling and rising transitions
that propagate through delay line elements. Output capture registers record the transitions based on the
capture clock. PDN voltage fluctuations affect the propagation speed and cause variations in the transition
point (red).

through the delay line when the output registers are clocked and record a metastable transition.
The propagation distance is the number delay elements the transition has passed through.

An example output sequence from two consecutive pulses is shown at the bottom of Figure 3.
Each pulse causes a falling and rising transition to be captured at the output. Rising Transition 0
shows that the 0→ 1 transition reached Output[38]. Falling Transition 0 shows that the 1→ 0
propagated to somewhere between Output[21] and Output[23], with some metastability between
the two points. In the next pulse, Rising Transition 1 propagates differently; the 0→ 1 transition
propagates to between Output[36] and Output[39]. Similarly, Falling Transition 1 propagates to
between Output[20] and Output[23]. These changes reflect PDN voltage fluctuations that change
the delay line propagation. The variations provide potential information about the operation of the
FPGA, including computation by co-tenants.

The sampling frequency is dictated by the length of the delay line and the speed of the underlying
FPGA logic. If a higher effective sampling frequency is needed, multiple launch/capture clock pairs
with a known phase offset can be generated by the clock generator as is done in related work
[5, 50, 54].

Pulse Generator. The pulse generator produces positive (0→ 1) and negative (1→ 0) pulse edges
that cause falling and rising transitions, respectively, in the delay line. Each sample produces a rising
and a falling transition on the capture registers. A trace is a series of samples. The pulse generator
has two configurable run-time parameters: the sampling frequency �B0<?;4 , which is an integer
fraction of the launch clock frequency, and the number of pulses. Figure 3 demonstrates a trace
length = 2, i.e., two rising and two falling transitions. We show that both transitions contain useful
information in Section 4. This module is implemented in RTL and requires no use of proprietary IP
cores for either Intel or Xilinx implementations.
Programmable Clock Generators. The Tunable Dual-Polarity TDC has two programmable clock

generators. On Xilinx architectures, we implement the clock generators using two Xilinx Mixed-
Mode Clock Managers (MMCM). The first MMCM (Figure 3 1©) controls the input clock to
the TDC and the phase relationship q between the target clock and the sensor clock. Section 4.4
discusses the importance of tuningq to capture relevant information about a co-located computation
better. A second MMCM (Figure 3 2©) generates the launch and capture clocks with a programmable
phase offset, \ , between them. Changing \ modifies when the pulse generator generates an edge
and when the capture clock fires and records the location of the subsequent transition in the output
registers. Section 4.3 demonstrates the importance of tuning \ .
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Intel provides programmable clock generation through the PLL Reconfig Intel FPGA IP core.
Much like the Xilinx MMCM, this IP core allows for dynamic reconfiguration of all PLL counters and
modification to the phase shift of each output counter. Additionally, a set of advanced parameters
provides control over the PLL bandwidth, charge pump and loop-filter settings.

During compilation, the TDC sensor is configured to pass timing checks. The phase relationship
q is unconstrained, and \ is set to 2c . This means that the TDC sensor cannot be detected by tools
that check for timing violations [33].

Delay Line and Capture Registers. For both Xilinx and Intel architectures, the delay line shown in
Figure 3, is a series of combinational logic elements that propagate the rising and falling transitions
caused by the pulse generator. The delay elements are constructed from identical digital circuit
elements that aim to provide a linear propagation delay, g . The delay elements of the TDC should
be placed and routed with uniform spacing to ensure consistent delay between each element and a
uniform delay through the entire chain.

On Xilinx architectures, the Tunable Dual-Polarity TDC uses the fast look-ahead CARRY prim-
itives to create the delay line. The CARRY logic provides a relatively linear delay between each
output bit within a single CARRY primitive.

Intel does not directly provide an IP for constructing carry chains. Instead, carry chains of arbi-
trary length may be defined through a combination of Logic Cell (LCELL) primitives configured
in arithmetic mode, carry sum buffers, and placement constraints. LCELL primitives are intended
to occupy a single Adaptive Lookup Table (ALUT). There are two ALUTs in a single Adaptive
Logic Module (ALM). There are 10 ALMs for each Logic Array Block (LAB). In arithmetic mode,
a single ALUT is partitioned into two reduced size LUTs allowing for one ALM to perform two
bits of addition with optional pre-adder logic. Therefore, each LAB can accommodate 20 carry
elements. Carry chains must be constructed from vertically contiguous LABs, although carry chains
in arithmetic mode on Intel FPGAs can begin at the first or 5th ALM in a LAB allowing carry
chains to have a reduced congestion impact. To ensure the sensor delay line maintains a regular
structure, we use placement constraints to guarantee the carry chain always starts at the first
ALM in each LAB. By default, the Quartus tool will synthesize contiguous carry chains up to a
length of 70 carry elements before partitioning them into multiple chains. However, synthesis
settings can be modified to allow arbitrary carry chain lengths. In addition to ALUTs, ALMs include
four registers, allowing us to pack two capture registers and two delay line outputs into a single
ALM [22].

The carry logic is configured to compute Output = 65'h0_ffff_ffff_ffff_ffff + input so
that when input changes from 65'h0→ 65'h1 on a positive pulse edge, the output of the delay
line is a transition with falling polarity from Output = 65'h0_ffff_ffff_ffff_ffff to Output
= 65'h1_0000_0000_0000_0000. A transition with rising polarity is produced on the negative
pulse edge.

The interplay between the number of bits in the delay line and \ is also a critical TDC design
consideration. The delay line length limits the maximum value of \ and the sampling frequency. A
delay line that is too short may not capture all of the PDN variations induced by a target, but a
long delay line increases resource consumption. Characterizing how a target computation affects
the PDN and the \ value that best measures variations are crucial for tuning the sensor to provide
the most information.

The capture registers shown in Figure 3 record the output of each bit of the carry delay line in the
capture clock domain. The path from the pulse generator to the high-order bit of the output meets
timing constraints in the FPGA toolchain, and the launch clock and capture clock are configured to
be in phase during compilation. This means that the TDC sensor cannot be detected by tools that
check for timing violations [33].
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Fig. 4. Tuning Parameters for our Tunable TDC Sensor. q and \ define the relationship between the launch,
capture and target clocks in our Tunable Dual-Polarity TDC. \ is the known phase relationship between
the launch and capture clocks and affects the location of the transition bit index. q is the unknown phase
relationship between the launch and target clock. Variations in PDN voltage are caused by power consumption
around the positive edge of the target clock. Tuning is the process of searching for q → 0 such that power
variations maximize the extracted information.

\ and q Tuning. The programmable clock generators allow the Tunable Dual-Polarity TDC
to tune its parameters to optimize the information sampled from the PDN. Figure 4 defines the
relationship between the target clock, the capture clock, and the launch clock using \ and q ,
the effect of the target computation on +33 , and the effect of varying \ and q on the extracted
information. The PDN voltage +33 varies in response to the target’s rising clock edge.

The upper right graph in Figure 4 demonstrates the effect of varying \ from 0 to 2c . Increasing \
provides more time for the pulse to propagate through the delay line; as \ increases, the transition
bit index increases. Section 4.3 experimentally demonstrates the importance of tuning \ .

The lower right graph in Figure 4 demonstrates the effect of varying q from −c to c . Changing
q will change the sampling window with respect to the target computation. When the sampling
window is correctly positioned to the target clock, the sensor output will maximally change in
response to the variations in current drawn by the target. This will cause an increase in the
information measured at the sensor. Section 4.4 demonstrates how our TDC sensor enables q to be
tuned to ensure that the sample window is optimized with respect to the target computation.

Propagation Metric. When \ is tuned correctly, the capture clock will record how far the signal
has propagated through the delay elements. The signal propagation distance can be measured as the
index in the capture register. The least significant bits generally have their post-transition value, and
the most significant bits typically have their pre-transition value. This imprecise definition reflects
the metastability around the transition point that can cause multiple bit flips. This metastability
may contain useful information, and ignoring these flips could reduce the side-channel information.
This behavior is shown in rising/falling Transition 1 of Figure 3.

We examine three propagation metrics:

—First Index : The index of the first bit in Output that is not equal to Output[0]
—Last Index : The index of the last bit in Output that is equal to Output[0]
—Binary Hamming Distance: For rising transitions, the binary Hamming distance from 64'h_
0000_0000_0000_0000, and for falling transitions, the binary Hamming distance from
64'h_ffff_ffff_ffff_ffff.

Figure 5 shows the traces of Figure 3 with annotated First index and Last index propagation
metrics. The First Index metric produces the sequence 39, 21, 37, and 20. The Last Index sequence is
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Output[0]
Propagation Distance

Fig. 5. Annotated example trace from Figure 3 demonstrating first (red) and last (blue) propagation metrics. A
third metric computes the binary Hamming distance between the sample and 64'h_0000_0000_0000_0000
(rising) or 64'h_ffff_ffff_ffff_ffff (falling).

38, 23, 39, and 23. The Binary Hamming Distance sequence is 39, 22, 38, and 22. Section 4.3 explores
the efficacy of each metric.
Overcoming Coarse Intel Phase Shift Resolution. Intel FPGAs provide a minimum phase shift of

)+�$"�-

8 . With the exception of MAX10 devices (96.15 ps), all current Intel FPGA product lines
have a minimum phase-shift resolution of 78.125 ps [21, 24–27]. This is significantly larger than the
dynamic interpolated fine phase shift minimum on Xilinx devices of )+�$"�-

56 . A lower minimum
phase shift results in a degradation of sensor resolution for both tuning the observable window
(\ ) and locating an area of maximum information (q). To address this limitation, we propose a
novel technique to construct a fine-grained phase sweep from lower resolution phase shifts. This
technique is described in Algorithm 1.

To improve the minimum phase shift for \ and q , we construct every possible phase shift
increment by exhaustively iterating through the space of all possible valid PLL configurations. A
valid PLL configuration must conform to the specifications provided by the part manufacturer. For
Cyclone V, the set of valid configurations must have M, N, and C counters in the range of 1 to 512,
a �E2> in the range of 600 MHz–1600 MHz, and a �?5 3 in the range of 5 MHz–325 MHz [23]. From
these valid configurations we determine all possible phase shifts either with respect to the launch
clock or the zero phase shifted position for \ , and q , respectively. This results in a much more fine
grained (although variable) phase shift resolution. Each PLL configuration will contribute varying
power consumption, phase noise and jitter due to the modification of the PLL counters, Voltage-
Controlled Oscillator (VCO) gain, loop filter and charge pump settings. Our results indicate
that the statistical methods used to tune \ and q accommodate these perturbations, allowing us to
adjust the position of the observable window and identify an area of maximum information despite
the noise contributed by PLL reconfiguration. We note that there is no additional target knowledge
or a change of threat model to use Algorithm 1.

To maximize the sampling rate of the voltage fluctuation sensor TDC, the programmable clock
generator 2© should operate at a maximum frequency. However, the upstream programmable clock
generator 1© can operate at many frequencies without impact to the sampling rate. Fine adjustment
is more critical for q , as we do not have control over the phase or frequency of the target co-tenant
logic. Figure 6 shows the distribution of minimum phase increments for both \ and q for a fixed
upstream clock generator frequency of 10 MHz and fixed downstream frequency of 100 MHz.
The minimum PLL phase shift of )+�$"�-

8 = 78.125 ps becomes a worst-case condition for both
tuning parameters. However, on average, our minimum phase shift improves for both \ and q to
1.6 ps and 15.527 ps, respectively. The upstream clock generator can operate at a lower frequency,
yielding more PLL arrangements for tuning q . The downstream clock generator must provide a
clock signal to the TDC logic at four times the sensor sampling rate. This restriction presents a
tradeoff between the sampling rate and the resolution of \ . As the PLL frequency scaling factor
�>DC
�A45

is increased given a fixed �A4 5 there are fewer integer solutions to M, N, and O in the equation

ACM Transactions on Reconfigurable Technology and Systems, Vol. 17, No. 3, Article 49. Publication date: September 2024.



Turn on, Tune in, and Listen up 49:9

Algorithm 1: PLL Configuration Prepossessing Algorithm for Intel FPGAs. Given a tun-
ing parameter ()D=4 = “?ℎ8”>A“Cℎ4C0”) the TDC frequency (�)�� ), the target frequency
(�)�'��) ), the upstream PLL reference frequency (�A4 5 , and FPGA-dependent PLL counter,
VCO, and PFD constraints ("B , #B , �B , �E2><8=/<0G , �?5 3<8=/<0G ), compute a set of PLL
configurations defining a range of phase shift positions offset from either the launch clock
(for )D=4 = “Cℎ4C0”) or the PLL initial phase (for )D=4 = “?ℎ8”).
ComputePhaseShiftCfgs

inputs :)D=4 , �)�� , �)�'��) , �A4 5 , "B , #B , �B , �E2><8=/<0G , �?5 3<8=/<0G

outputs :Phase-shift-sorted PLL configurations
+�$B ← "B × #B ⊲ Cross multiply Ms and Ns
���B ← ∅ ⊲ Data structure to hold valid programmable clk gen. configs
if )D=4 == “Cℎ4C0” then

))�� = 1
�)��

"0G?ℎ0B4 = ))��

else
))�'��) = 1

�)�'��)

))�'��) 2c = 2 ∗))�'��)

"0G?ℎ0B4 = ))�'��)

foreach (", # ) ∈ +�$B do
�E2> ←

�A45 ∗"
#

if �E2><8= ≤ �E2> ≤ �E2><0G then
�?5 3 ←

�A45

#

if �?5 3<8= ≤ �?5 3 ≤ �?5 3<0G then
foreach � ∈ �B do

�>DC ←
�A45 ∗"
# ∗�

if �>DC == �)�� then
?134;0~ ← 1

8∗�E2> ⊲ Time (s) of one minimum phase bump for this PLL
config

=?1B ←
"0G?ℎ0B4

?134;0~
⊲ Number of phase bumps in one cycle

%�B ← {1, 2, ..., =?1B }
foreach ?1 ∈ %�B do

if )D=4 == “Cℎ4C0” then
34;0~ ← ))�� − ?1 ∗ ?134;0~ ⊲ Delay w.r.t. the launch clock

else
34;0~ ← ?1 ∗ ?134;0~ ⊲ Delay w.r.t. to zero phase shift

���B\ .0??4=3 ({", #,�, ?1, 34;0~})

���B ← B>AC (���B) ⊲ Sort configs w.r.t. counter configurations M, N, C, phase (s)
���B ← 3A>?_3D?;820C4B (���B, 34;0~) ⊲ Remove identical configurations w.r.t phase
delay
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Fig. 6. Distribution of phase-step granularity (Δ phase shift) for \ and q with a fixed upstream clock generator
output frequency of 10 MHz and a fixed downstream clock generator output frequency of 100 MHz. The
worst-case phase shift is the minimum phase shift allowed by the Intel PLL reconfiguration IP of 78.125 ps.
Utilizing the full space of valid counter configurations and phase shift increments for the PLL within the
clock generator allows for a lower average phase shift amount. Phase shifting the upstream (downstream)
PLL corresponds to an adjustment of q (\ ). The range of q phase shifts represented in the top histogram are
generated from 0 to 4c and a 25 MHz target clock (0–80,000 ps). The range of \ phase shifts represented in
the bottom histogram is from 0 to 2c with the launch/capture clocks operating at 100 MHz (0–10,000 ps).

�>DC
�A45

= "
# ∗$ . For example, in our demonstrated PLL, half as many integer solutions exist to the

equation 100MHz
10MHz = "

# ∗$ for M, N, and O bounded to the range (1, 512) than there would be for
50MHz
10MHz = "

# ∗$ . Despite this tradeoff, our phase shifting technique for \ still yields a significantly
improved average phase step resolution at a launch and capture clock rate of 100 MHz (25 MHz
TDC sampling rate).

Unique integer PLL configurations that produce identical output frequencies do not produce
equivalent phase noise, jitter, and power consumption. However, with a sufficiently large sample
sizes, we observe in Sections 4.3 and 4.4 that these noise sources do not impair our ability to tune q
and \ . Additionally, modifying integer PLL counters requires a reset to the reconfigured PLL. This
is not an issue for tuning \ , as the phase delay is measured between launch and capture clocks.
However, q is measured from the zero phase shifted initial position of the PLL and resetting the PLL
can perturb q tuning as resetting Intel PLLs will erase all prior phase shift settings and results in a
loss of PLL lock. We describe this limitation in greater detail in Section 4.4 and provide a solution
that resets the PLL only at the start of each consecutive coarse-grained q sweep.

4 Results
We now demonstrate parameter tuning and propagation metric selection on both Xilinx and Intel
systems. We perform our classification experiment on Xilinx systems to determine if the co-tenant
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is a cryptographic core and, if so, perform a CPA. The Xilinx sensor classification data on 13
applications and the classifier network are released as open source.

4.1 Experimental Setup
Our experimental platforms for threat model exploration are AWS EC2 F1 instances with Xilinx
UltraScale+ XCVU9P-FLGB2104 FPGAs and six PYNQ-Z2 boards with Xilinx ZYNQ XC7Z020-
1CLG400C FPGAs. For an exploration of sensor portability to Intel FPGAs, we target the Terasic
DE10-Nano development kit with an Intel Cyclone V SE 5CSEBA6U23I7 FPGA. The ZYNQ XC7Z020
SoC (28 nm, 85K logic cells, dual-core ARM A9 SoC) and the Cyclone V SE 5CSEBA6U23I7 (28 nm,
110 K logic elements, dual-core ARM A9 SoC), share similar device specifications and performance
allowing for a more direct comparison of delay line features between the Pynq Z2 and DE10-Nano
platforms.

On the PYNQ systems, the device is programmed with our sensor and test designs through
the PYNQ infrastructure. The AWS EC2 F1 instances are launched through the EC2 interface
and programmed with the unique Global FPGA Image Identifier (AGFI) associated with our
sensor designs. The AGFI is generated by Amazon’s unmodified compilation flow with the design
checkpoint we provide. Our sensor has passed all design analysis techniques performed by AWS. A
64-bit Tunable Dual-Polarity TDC is instantiated on PYNQ-Z2 and a 256-bit Tunable Dual-Polarity
TDC on AWS. The launch and capture clock domains operate at 100 MHz. This results in a sampling
rate, �B0<?;4 , of 25 MHz. MMCM 1©, which allows for the phase shifting of �B0<?;4 , produces a 100
MHz output clock. The internal �E2> is maximized for the two MMCMs so that the step granularity
of \ and q is maximized with a step size of 11.16 ps on AWS and 14.88 ps on PYNQ.

The Intel DE10-Nano system is programmed with a 128-bit instantiation of our sensor, a hard
processor system IP that interfaces the Cylonce V FPGA to the co-packaged dual-core ARM A9 hard
processor, and a modular scatter-gather direct memory access engine to offload sensor readings
to the system memory. The launch and capture domains operate at 100 MHz (�B0<?;4 = 25MHz).
Instead of maximizing the internal �E2> of the PLLs within the clock generator modules, we improve
phase step granularity using the PLL configuration prepossessing algorithm described in Section 3.
The output PLL configurations of the algorithm are driven to the Intel PLL reconfiguration core
in clock generator 1© as consecutive coarse-grained phase sweeps. The measurements from each
coarse grained sweep are aggregated into a composite dataset that is sorted with respect to the total
phase offset of each measurement. This procedure results in an effective phase-step granularity of
1.6 ps as shown in Figure 6.

4.2 Applications
Our experiments on Intel systems showcase the portability of our sensor and demonstrate the
capability of our novel PLL configuration prepossessing algorithm. on Xilinx systems we extend the
analysis of our Tunable Dual-Polarity TDC to classify the characteristics of a co-tenant. We have
13 unique applications containing IP cores using different architectural features. The application IP
core and the sensor are implemented on the same FPGA. They are logically and physically isolated.
The characteristics of the applications are described in the following paragraphs.
Intel and Xilinx Sensor Only. The primary goal of the sensor-only design is to model the lack of

another co-tenant. This design only contains the voltage fluctuation sensor and associated data
collection logic. This mimics a scenario where only the attacker is present on the FPGA.
Xilinx Ring Oscillators. Ring Oscillators are a malicious circuit with the sole purpose of aggres-

sively consuming power. These are implemented as banks of combinational loops, resulting in rapid
switching and power consumption as the circuit cannot settle on a single output value. Such a
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circuit can cause voltage disruptions in the PDN and can be used as a covert channel or to induce
faults [18, 32, 51].

Xilinx Arithmetic-Heavy. FPGAs are particularly well suited for high-intensity signal processing
tasks with arrays ofDigital Signal Processors (DSPs). As an approximation of these structures, we
implement arrays of DSPs performing a pipelined fused multiply-add operation. All DSPs operate
in a single clock domain and compute upon data generated by a randomly-seeded, linear-feedback
shift register.
Xilinx Cryptographic Cores. We study ten different implementations of cryptographic computa-

tions consisting of two algorithms (AES, PRESENT) implemented on five different architectures (as
a custom high-level synthesis IP core and as software running on Orca, MicroBlaze, PicoRV, and
ARM CortexM3 soft processors).

Intel NIOS-V/M. We implement an NIOS-V/M soft CPU core on the DE10-Nano to perform sensor
characterization. We do not perform classification or other side-channel attacks. Instead, we provide
a more thorough description of our novel phase-step techniques and describe the effects of this
technique on \ and q tuning. To tune q , we implement an AES-128 workload on the NIOS-V/M
core. When enabled, the core will repeatedly perform decryption on a static plaintext.

4.3 ) Tuning and Metric Selection
As shown in Figure 4, \ is the phase difference between the launch and capture clocks and dictates
how long a transition is allowed to propagate through the delay line. It plays two important roles:
first, \ determines the position of the transition in the output and can be used to avoid undesirable
behavior caused by discontinuities in the FPGA architecture; second, \ defines the duration of the
sampling window, when the delay line is measuring PDN variations.

Figures 7 and 8 demonstrate the effect varying \ has on the transition index as measured by
the First Index, Last Index, and Binary Hamming Distance metrics across both falling and rising
transition polarities for Xilinx and Intel, respectively. These experiments are performed on the
PYNQ-Z2 Sensor Only, AWS Sensor Only and Intel DE10-Nano Sensor Only designs. In the Xilinx
experiment \ is increased from 0 ps with a step size of 11.16 ps on AWS and 14.88 ps on PYNQ,
as determined by the maximum �E2> frequency for the family and device speed grade. In the Intel
experiment we iterate through the constructed set of phase delays for \ corresponding to the
bottom phase-step distribution shown in Figure 6. For both platforms at each value of \ a trace
of 214 samples is captured, where a sample is one rising and one falling transition. This process
is repeated on Xilinx until the transition index exceeds 64 bits, the maximum length of the delay
line for our PYNQ-Z2 implementation. for Intel we sweep the full length of the 128-bit TDC. Next,
for both architectures, we calculate the transition index using First Index, Last Index, and Binary
Hamming Distance metrics, for each value of \ , for each trace, for both rising/falling transition
polarities.

The average value of the trace at each value of \ is plotted. Expressed as the error bar at each
point is the standard deviation of the respective trace. Standard deviation, as we will show, is a
good measure of the sensitivity of the sensor to voltage changes. In the Xilinx plots, rising/falling
transition polarities are shown in blue/orange for AWS and red/green for PYNQ. For the DE10-Nano,
rising/falling transition polarities are shown in red/green. The three sub-graphs correspond to the
three propagation metrics from Section 3 which are studied in the following sections. As a point of
comparison, the black dots annotated onto each plot represent the worst-case minimum phase-shift
on Intel FPGAs. All inferences made from trace features visible between these points would not be
observable on Intel FPGAs without the use of our PLL Configuration Prepossessing Algorithm.

First Index. From Figure 7(a) we see that irregularities in the propagation of the rising transition
are immediately apparent within both the PYNQ-Z2 and AWS. Plateaus where the transition index
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Fig. 7. Comparison of the three propagation metrics and two transition polarities as \ is increased from 0 ps.
Vertical lines record the variance of a trace at each value of \ . The First Index metric is particularly susceptible
to plateaus caused by the underlying CARRY4 (7-Series) and CARRY8 (UltraScale+) primitives that cause
areas of low sensitivity but has high variance elsewhere. Falling transitions have fewer plateaus and less
variance than their rising transition counterparts. The annotated black diamonds represent the minimum
phase step resolution provided by Intel systems. We note that with a larger minimum phase step, we would
not be able to observe delay line plateaus.
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Fig. 8. Intel DE10-Nano propagation metrics for both polarities. Non-linearity in the propagation metric
does not correspond directly to any known structure within the carry-chain as demonstrated on Xilinx. As
demonstrated on Xilinx, hamming weight produces a significantly more linear propagation metric than the
first and last transition metrics. The black diamonds represent the worst-case phase step increment and show
the improvement in resolution achieved by our PLL configuration prepossessing algorithm.
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does not increase appear for ∼40 ps (∼5 ps) on PYNQ-Z2 (AWS) are divided by sloped regions
where propagation is significantly faster at ∼.15 bits

ps (∼.5 bits
ps ) on PYNQ-Z2 (AWS).The sloped regions

span four (eight) bits on PYNQ-Z2 (AWS) reflecting the underlying CARRY4 (CARRY8) primitives.
Figure 8(a) demonstrates that the first transition propagation metric for the DE10-Nano displays
non-linearities that do not directly map to carry elements. The propagated carry signal enters
the chain at the first carry element of a LAB and every 20 output bits correspond to a new LAB.
Deviations in linearity are observable but do not correspond to any particular placement irregularity
or grouping of carry chain logic. Unlike the Xilinx implementation where the delay line is composed
of CARRY4/CARRY8 primitives, the Intel implementation is composed of individual carry elements
and unsynthesized carry buffers that instruct the compiler to synthesize a contiguous chain. The
underlying physical circuitry is not known.Therefore, these deviations may be due to the underlying
physical logic or may be a byproduct of changes in the clock generator 1© PLL driving the capture
registers. The 128-bit DE10-Nano delay line propagates transitions at a rate of 0.07 bits

ps and in the
sloped region propagates at a rate of 0.15 bits

ps . Low variance is observed in most of the measurement
period, with the rising edge showing elevated variance in three segments of the sloped region, and
the falling edge showing little variance at all.

Last Index. Figures 7(b) and 8(b) demonstrates the behavior of the rising and falling transitions as
measured by the Last Index metric on both PYNQ-Z2/AWS and Intel, respectively. As demonstrated,
plateaus are still present on both architectures but they are less prominent and the standard
deviation is more consistent across values of \ on the line. On the Xilinx systems, noticeable
plateaus still exist where the rising transition resembles that of the First Index. Plateaus are obvious
on the AWS device and less on the PYNQ-Z2. On the DE10-Nano, deviations in the slope of are
still present and still do not map to known physical delay line structures. However, variance is
significantly improved on the DE10-Nano using the last index propagation metric.
Binary Hamming Distance. Figures 7(c) and 8(c) demonstrates the behavior of the rising and

falling transitions as measured by the Binary Hamming Distance metric on PYNQ-Z2/AWS, and
the DE10-Nano, respectively. On the Xilinx systems, no prior method accounts for metastability
within TDC output. For example, if a rising transition falls within Output[36:40] as in Figure 3,
neither prior metric is able to discern between 4b'0101 and 4b'0111, potentially missing important
information. The data in Figure 7(c) demonstrates that there are few plateaus when using the Binary
Hamming Distance metric, and that the standard deviation is relatively consistent across the delay
line. On the DE10-Nano, only a very small plateau is observed in prior metrics in the sloped region at
1,445 ps and the position of the transition monotonically increases for the rest of the measurement.
However at lower sample sizes the average transition points vary dramatically. Hamming weight
acts as a more linear propagation metric across the measurement period.

The variable \ provides the ability to choose where in the delay line a transition falls, and
therefore the ability to avoid plateaus we have observed in this section. For the remainder of the
article we use the Binary Hamming Distance metric for measuring rising and falling polarities due
to its improved characteristics.

On the Xilinx systems, the delays of the carry outputs do not monotonically increase due to
the use of carry lookahead adders in the FPGA architecture. Permuting the outputs allows the
timing to be maintained [17]. This would change the behavior of the first/last index metric, making
them more linear. It does not effect the Binary Hamming Distance. On both architecture, using the
hamming weight metric provides a more linear, consistent delay line measurement.
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4.4 5 Tuning and Background Subtraction
q is the phase relationship between the target clock and the launch clock of the sensor. Our Tunable
Dual-Polarity TDC can dynamically adjust q to tune to the target clock and maximize measured
information. This provides the ability to reliably isolate where information channel is maximized
between the co-tenant and sensor. This has a significant impact on the side-channel information.

To demonstrate this, we sweep q through two complete phase rotations (4c ). For �B0<?;4 equal
to 25 MHz this corresponds to 80 ns. This process is performed twice: once as a measure of the
background environment when the computation is disabled, and again when a co-tenant has been
enabled. At each position of q , two traces of 1,024 samples are captured. One trace records the rising
transition polarity (↑) where \ maximizes the rising transition standard deviation samples and
the other trace records the falling transition polarity (↓) where \ maximizes the falling transition
standard deviation samples. The Binary Hamming Distance is computed for each of these transition
types. The average (`) as well as standard deviation (f) of each trace is calculated.

Figure 9(a)–(c) demonstrate the result of sweeping q over the range of 4c on three different
designs: AWS Sensor Only, PYNQ-Z2 Sensor Only and PYNQ-Z2 PicoRV AES. The first and fifth row
in each subfigure plot the zero-centered trace average for the rising transition (↑ Δ`) and falling
transition (↓ Δ`). The raw offset in the Binary Hamming Distance is unimportant, so we consider
the deviations from the average across all values of q . The blue line is the data recorded when the
computation is off (Background), and the red line is the data recorded when the target was on (if
applicable). The second and the sixth row plot the point-wise difference between the red and the
blue line in their respective preceding plots. The third and the seventh row in each subfigure plot
the trace Binary Hamming Distance standard deviation (f) for the rising transition (↑ f) and falling
transition (↓ f). The fourth and eighth plots are point-wise difference between the red and blue
line in their respective preceding plots.

Following the same methodology, Figure 10 demonstrates a sweep of q on the DE10-Nano
NIOS-V/M design across two complete rotations of the target clock. This sweep is constructed from
multiple coarse-grained sweeps of q . The clock generator is configured with settings produced by
the PLL configuration prepossessing algorithm with Tune =“phi”. At each configuration two sets of
212 samples are measured.

AWS Sensor Only. Figure 9(a) shows the behavior of the Sensor Only design on the AWS platform.
The Background sweep is performed to record the environment. A second background sweep is
then performed to determine whether background is consistent across multiple sweeps of q . A clear
signal emerges in the Binary Hamming Distance of both edges on both background sweeps (rows
1 and 5, ↑ Δ` and ↓ Δ`). When the difference of the two q sweeps is taken, the Binary Hamming
Distance (↑ Δ` and ↓ Δ`) as well as the standard deviation (↑ f and ↓ f), is reduced to a flat line.

The results demonstrate that there is significant background noise that has an effect on both the
Binary Hamming Distance as well as the standard deviation of a trace. About 20 peaks of equal
amplitude appear over a range of 80 ns within the Binary Hamming Distance, which implies the
existence of 250 MHz logic on the FPGA, likely the AWS shell logic which. Using background
subtraction techniques [41] it can be removed to isolate the target.

PYNQ-Z2 Sensor Only. Figure 9(b) demonstrates the same experiment on the PYNQ-Z2 platform.
We now observe background peaks that indicate 100 MHz synchronous logic. As on AWS, this
information is consistent across multiple sweeps. When the background is subtracted, all variation
in Binary Hamming Distance and standard standard deviation is reduced to a noisy flat signal.
PYNQ-Z2 PicoRV AES. Figure 9(c) demonstrates the same experiment performed on PYNQ-Z2

platform when the PicoRV AES design is operating at 25 MHz. In contrast to the previous two
experiments, we take a single background sweep of q with the PicoRV core deactivated, then
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Fig. 9. Measuring sensor output as q is swept from 0 to 4c . Background noise is consistent across multiple
sweeps of q , as demonstrated in rows 3 and 6 of (a) and (b). Background subtraction is critical to isolate the
variance caused by a target from other information sources on the system and determine the value of q that
maximizes the information leakage (yellow). The rising (↑) and falling (↓) transition variance maxima are
offset by c .
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Fig. 10. Measuring sensor output as q is swept from 0 to 4c on DE10-Nano NIOS-V/M design configured to
run an AES-128 workload. The measured traces produce significantly more variance than the Xilinx systems,
and we are able to isolate the power signature from the target NIOS-V core, and identify a region of maximum
variance.

another sweep of q with the processor activated. The difference between the deactivated/activated
q sweeps produces a peak (yellow) that highlights the correct q tuning.

Background subtraction produces a single distinct peak over a range of 2c in the Binary Hamming
Distance (Δ`) and standard deviation (f) plots. We attribute this single peak to the PicoRV AES core
running at 25 MHz. This behavior is consistent across designs, algorithms, and architectures. The
position of q represents not just where standard deviation is maximized (which may be muddied by
the presence of background information), but where the channel contains maximum information
about the co-tenant. We show in Section 4.5 that this is the best location for tuning the sensor and
recovering side-channel information.
DE10-Nano NIOSV/M. Figure 10 demonstrates the same experiment performed on PYNQ-Z2

with PicoV AES on the DE10-Nano with NIOS-V/M design with a 25 MHz clock frequency. In this
experiment, we take advantage of the improved phase-step resolution from our PLL configuration
prepossessing algorithm. Additionally we sweepq using subsets of coarse-grained sweeps described
above. We observe much more variance in the trace when compared to the Xilinx systems and we
are able to clearly distinguish the 25 MHz NIOS-V/M target peak. The yellow highlighted region
identifies where the channel contains maximum information about the co-tenant NIOS-V/M core.

Sweeping phi using a set of PLL counter configurations requires checks on the PLL lock status,
and frequent resets of the clock generators and sensor logic in the launch and capture clock domain.
These requirements are different from Xilinx where the only operations performed on the clock
generator PLLs are a minimum phase step increment. In the Xilinx scheme, the cascaded PLLs of
clock generator 1 and 2 can withstand small phase step increments on the upstream clock generator
without a loss of lock on the downstream clock generator.
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Our PLL configuration prepossessing algorithm improves the resolution of \ and q by using
many PLL counter configurations with varying �E2> to produce a range of phase-step increments.
While this technique improves the average phase step, it requires re-configuring the upstream PLL
counters to make adjustments to q . Intel PLL counter reconfiguration requires a reset to the PLL
to re-initiate the locking procedure. A reset to the clock generators causes the pulse generator to
no longer be synchronized with the initial position of the q sweep. This loss of synchronization
distorts the output. An alternative approach is to never reset during a sweep of q within the
sweep measurement period (0 to 2c of the target clock). To achieve this, we can describe our high
resolution q sweep as many composite coarse-grained q sweeps.

We identify each coarse-grained sweep by partitioning the set of PLL configurations by matching
counter values. These subset can be described as independent coarse-grained sweeps of q . The
benefit to performing many coarse-grained q sweeps is that there is no requirement for resetting
the PLLs after initializing the counter values of each coarse-grained sweep. Within each coarse-
grained sweep only phase bumps are performed on the upstream clock generator and if a loss
of lock occurs in the downstream generator we wait for it to relock before sampling the sensor
output. This allows the pulse generator in the launch clock domain to remain stable during each
coarse-grained sweep. With this approach, we are able to perform the composite coarse-grained
sweeps independently and overlay each coarse-grained sweep result to produce the fine-grained
q result shown in Figure 10.

4.5 Effects of Tuning on Classification
As a precursor to cryptographic key recovery attacks, like a CPA, an attacker must be able to
determine what and when a cryptographic core is executing. We fill this void by demonstrating an
attack where we accurately classify a co-tenant computation in a multi-tenant system.

Setup. As described in Section 2, we assume an attacker uploads a voltage fluctuation sensor to
a remote multi-tenant FPGA environment to extract the architecture and algorithm of co-tenant
computation through the comparison of captured power traces to a known body of labeled training
data. This training data can be generated in two possible ways. First, a malicious actor, utilizing
two separate user accounts, can instantiate a voltage fluctuation sensor with one user and attempt
to co-locate with the second user, which instantiates a known design. This would allow an attacker
to build a dataset on the same architecture where the attack will be performed. The second option
is to create a dataset using local boards of the same type as the cloud environment. Because this
choice depends on the implementation details of the multi-tenant model, we will not consider this
in our analysis. Such an attack serves as a violation of the application anonymity guaranteed by
such a multi-tenant system. The attack is performed on each of the 13 applications on 5 PYNQ-Z2
platforms.
\ Tuning. In the following experiment we consider four configurations of \ : ↑ \<0G , ↑ \<8= ,
↓ \<0G , and ↓ \<8= . We sweep through the 64-bit delay line and record a trace’s average and
standard deviation at each point. The position where standard deviation has been maximized for a
particular rising/falling transition polarity we call ↑ \<0G / ↓ \<0G , and the point where standard
deviation has been minimized for a particular rising/falling transition polarity we call ↑ \<8= /
↓ \<8= .
q Tuning. The sensor’s q will be configured three ways: first at a state of absolute maximum

standard deviation (q<0G ), at its absolute minimum standard deviation (q<8=), and finally the
maximum standard deviation under the background subtraction (q102: ) process of Section 4.4. Just
as in Section 4.4, q is shifted in 14.88 ps increments 2,688 times at each point, capturing a trace of 128
samples—once to capture background noise (f102: ), and again once the target application has been
enabled (f02C8E4 ). In the tuning process, q<0G (q<8=) is the maximum (minimum) standard deviation
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Table 1. Summary of Prior Work andQuantitative Comparison
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[18, 19, 48, 49] 3 32.146% 2.159 0× 0% (2%, 15%, 35%) (66, 101, 124) 0×
[7, 10, 17, 30, 55, 60] 3 51.160% 1.644 1.591× NA NA NA NA
This Work 3 3 32.146% 2.159 0× 0% (2%, 15%, 35%) (66, 101, 124) 0×
This Work 3 3 51.160% 1.644 1.591× NA NA NA NA
This Work 3 3 75.788% 0.834 2.358× NA NA NA NA
This Work 3 3 75.552% 0.733 2.350× NA NA NA NA
This Work 3 3 80.943% 0.668 2.518× 4% (12%, 46%, 90%) (3, 46, 73) 2.2×

Prior works implement a subset of our sensor’s capabilities, which can be summarized as a tuning tuple (\ , q) of our sensor.
Each tuning tuple is tested in our classification experiment to determine accuracy and loss and perform a CPA Attack on a soft
processor running AES to report the Global Success Rate (GSR) @ 50 K, Partial Success Rate (PSR) Minimum (Min), Average (Avg),
and Maximum (Max) @ 50 K, and Partial Guessing Entropy (PGE) (Min, Avg, and Max) @ 50 K traces. No prior experiments have
measured how information learned on one board generalizes to other boards (called Cross-Board) —a crucial consideration for
cloud attacks. Our tuning methodology and TDC Sensor improve co-tenant classification accuracy by 2.5× and increase the
rate that correct subkey values are ranked as most likely (PSR) in a CPA attack by 2.2× relative to an un-tuned sensor. NA, not
applicable.

of the f02C8E4 sweep for a given transition type. The position of maximum standard deviation after
background tuning (q102: ) is the maximum standard deviation of f02C8E4 − f102: .

Data Collection. The target design and sensor are loaded onto the device. Then, \ is positioned at
one of ↑ \<0G , ↓ \<0G , ↑ \<8= , or ↓ \<8= . Finally, q is configured to one of q<0G , q<8= , or q102: .

We examine the following tuning combinations of (\ ,q): (↑ \<8= ,q<8=) emulates the worst-case of
a non-tunable TDC. (↓ \<0G , q<8=) introduces \ tuning to demonstrate how the mitigation of carry-
chain non-linearity improves the sensor’s ability to resolve co-tenant information. (↓ \<0G , q<0G )
demonstrates the significance of q tuning on classification accuracy. (↓ \<0G , q102: ) demonstrates
how background subtraction improves our ability to optimize the co-tenant side channel. (↑ \<0G ,
q102: ) is used to determine which transition polarity captures the most information, as it can be
directly compared against (↓ \<0G , q102: ).

After the sensor is configured, the target computation is launched, and a trace of 216 samples
are gathered. This process is repeated 100 times on each application for a total of 1,300 traces per
tuning combination per board.2

Post-processing. For a group of 1,300 traces from a single tuning configuration (\ , q) on a single
board, we randomly segment each trace into ten sub-traces of 213 samples. Each sub-trace is de-
trended to remove the DC offset. The Fourier transform of the processed trace is then computed.
From an original set of 1,300 traces, we are left with 1,000 rising transition Fourier transforms
and 1,000 falling transition Fourier transforms for each application, amounting to 26,000 Fourier
transforms per board per configuration.

Network Architecture. We train a simple neural network of only one fully connected layer, a fast
and simplistic starting point. We evaluate the classification accuracy (how accurately our network
can classify among the 13 classes of computation) and cross-entropy loss (how well our network
generalizes to unseen data) on all configurations of training on four boards and testing on a 5th.

Classification Results. The results of our experiments are shown in Table 1, and select confusion
matrices from our 13-way experiment are shown in Figure 11. The results are summarized below:

2All of the datasets for each of the 13 applications, for each of the five boards, and for each of the five tuning methods,
along with the entire classification pipeline and network details are available at: https://github.com/KastnerRG/multitenant-
classification
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Fig. 11. Our Tunable Dual-Polarity TDC is employed in a 13-way classification task where an attacker
extracts the type of co-located computation. The ability to distinguish co-tenant computations is a mea-
sure of side-channel information contained in the sensor’s traces. The computations are introduced in
Section 4.2. (a) Represents the worst-case where a TDC cannot reconfigure q and \ and achieves 32%
accuracy. In (b) the TDC can tune \ and improves to 51% accuracy. In (c) both \ and q have been
tuned with background subtraction to isolate co-tenant information and achieve 75% accuracy, a 2.3×
improvement.

(↑ \<8= , q<8=): The baseline dataset exhibits predictably poor performance in our classification
task as shown in Table 1 with a 32% accuracy. The confusion matrix in Figure 11(a) demonstrates
that the classifier struggles across all applications.

(↓ \<0G , q<8=): With the introduction of \ tuned to the maximum position, we see an immediate
improvement in classification accuracy from 32% to 51% in Table 1, with the confusion shown
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in Figure 11(b). This shows that with proper \ tuning to avoid plateaus, measured information
increases based on its ability to distinguish between soft processors and their applications.

(↓ \<0G , q<0G ): With the introduction of q tuning, accuracy improves to 75% in Table 1. The
confusion matrix for this dataset is shown in Figure 11(c) and robustly determines co-tenant
application.

(↓ \<0G , q102: ): To evaluate the effects of background subtraction, we report our network’s aver-
age accuracy and loss for (↓ \<0G ,q<0G ) and (↓ \<0G ,q102: ). As seen in Table 1, the network performs
0.236% better without background subtraction; however, background subtraction decreases the loss
(0.733 vs. 0.834). This indicates that our network generalizes better with background subtraction.

We expand our cross-validation configuration to investigate this result and understand how
well the network generalizes to boards it has not trained, i.e., cross-board generalization. We train
on all possible

(5
=

)
∗ (5 − =) configurations, where = ∈ [0, 5] is the number of training boards of

data, and test on the remaining (5 − =) boards on both (↓ \<0G , q<0G ) and (↓ \<0G , q102: ). We
also train and test on the same board, as standard in prior work [19]. The results in Figure 12
show that when training and testing on the same board as in ‘S,’ the network fits to artifacts of
the dataset rather than the computation itself and does not generalize beyond the training board.
As the number of training boards increases, the median accuracy increases, and the median loss
decreases, demonstrating increased generalization.

The distributions of accuracy and loss as we train on more boards behave differently when the
network trains on data with background and without background subtraction. As seen in Figure 12,
the Interquartile Range (IQR) decreases when background subtraction is added. When we train
on four boards and test on a 5th, the Loss IQR without background subtraction is 0.429, whereas
the IQR with background subtraction is 0.074, an improvement of 5.8×. The network is more likely
to generalize to unseen boards with a smaller distribution. This is also reflected in the accuracy
distribution in Figure 12. In the same four training board setup, the IQR of the accuracy with
background subtraction is 2.3× smaller than without background subtraction.

(↑ \<0G , q102: ): The use of the rising transition increases the accuracy from 75% to 80% and
decreases the loss from 0.733 to 0.626. This indicates that the rising and falling transitions con-
tain different information and that both transitions, when properly tuned, perform well in this
classification task.

4.6 Effects of Tuning on CPA
After recognizing a cryptographic core with our classification procedure, we launch a CPA attack
[2] to extract the key values. Because the values affect power consumption during encryption [48],
our tuning techniques decrease the number of traces needed to extract the key.

Maximizing Trace Information. CPA attack efficiency is dependent on both the quality of the
measured power traces and on the CPA attack parameters used to construct a hypothetical power
model [28, 31, 35, 56]. The selection of a power model and attack point for a CPA attack is dependent
on the architecture of the co-tenant computation [35]. The optimal attack parameters may be
determined during the post-processing of measured traces and are dependent on the identified
encryption algorithm implementation (Section 4.5). Conversely, the quality of the measured power
trace is influenced by the measurement signal-to-noise ratio which cannot be improved after trace
collection [28, 31, 56]. If the voltage fluctuation sensor is not adequately tuned, the attack efficiency
will be dramatically reduced. Our tuning techniques demonstrated in Sections 4.3 and 4.4 improve
the quality of measured power traces. We now demonstrate that for identical AES CPA attacks
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Fig. 12. Multi-board Training and Inference Results. Plots show Accuracy and Loss when training on 1–4
boards with background subtraction (↓ \<0G , q102: ) and without (↓ \<0G , q<0G ). Testing always occurs on
data from a separate board, except for when data from the same board is used (denoted “S”). Background
subtraction decreases the cross-board accuracy’s IQR by 2.3× and the loss’s IQR by 5.8×. Multi-board training
and background subtraction greatly improve cross-board generalization.

(i.e., identical power model and attack point), optimizing q and \ significantly improves the attack
efficiency.

Setup. We perform our CPA attack on the PYNQ-Z2 Orca AES application and consider the
configurations (↑ \<0G , q102: ) for the well-optimized sensor and (↑ \<8= , q<8=) as a worst case
un-tunable TDC comparison. The attack is repeated 50 times for each tuning strategy. We randomly
generate a 128-bit AES key each time the attack is performed. This key is used by the Orca AES
application to encrypt 50,000 randomly generated plaintexts known to the attacker. During the
encryption of each plaintext, the attacker collects a trace of length 8,192, aligned by themeasurement
setup, so the beginning of the trace coincides with the beginning of the encryption.

A large body of work exists on performing attacks on reducing traces needed [6], alignment
methods [12, 38, 42, 53], or filtration methods [39, 47]. We have kept our CPA attack as conventional
as possible for a fair comparison of the different sensor configurations.

Following prior work, we analyze the results of the CPA attacks using multiple metrics [6]. After
processing some traces, the CPA method returns a list for each subkey that ranks the possible
subkey values from most likely to least likely. Partial Guessing Entropy (PGE) is the position
of the correct subkey value in the list, where lower is better. Partial Success Rate (PSR) is the
frequency with which the correct subkey value is ranked as most likely. Global Success Rate
(GSR) is the frequency with which all correct subkey values are ranked as most likely. We also
consider the mean PGE as a function of the number of traces. This is frequently used to compare
the performance of CPA attacks [36, 37, 40].

CPA Attack Results. Our results demonstrate that the optimized sensor configuration (↑ \<0G ,
q102: ) outperforms the worst-case of an un-tunable sensor (↑ \<8= , q<8=). Qualitative results are
given in Figure 13, which show that the traces obtained from (↑ \<0G , q102: ) exhibit lower PGE
on average. This indicates that fewer traces are needed to recover the key when using the (↑ \<0G ,
q102: ) configuration, lowering the overall cost of the attack.

Numerical (Minimum (Min), Average (Avg), and Maximum (Max)) results are given in Table
1.TheGSR statistic shows that the optimized sensor configuration (↑ \<0G ,q102: ) was able to recover
all 16 subkeys in a single trial. In contrast, a poorly tuned sensor (↑ \<8= , q<8=) never recovered the
entire key. The higher PSR values for the well-tuned sensor demonstrate that individual subkeys
were recovered around 2× more frequently given the same number of traces as with a poorly tuned
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Fig. 13. Performance of a CPA attack for (↑ \<0G , q102: ) and (↑ \<8= , q<8=) tuning parameters. Lower average
PGE indicates that the attack is performing better, as the correct subkey values are ranked as more likely
after processing fewer traces. Our tuning method has a significant impact on key recovery, lowering PGE by
2.2× at 50,000 traces.

sensor. These results show that optimized sensor configuration is crucial for identifying co-tenant
computation and significantly increases the rate at which a cryptographic key can be recovered.

4.7 Multi-Tenant Effects on Tuning
In a shared multi-tenant FPGA cloud infrastructure, more than one additional tenant may occupy
and vacate an FPGA resource while an adversary performs an attack. Capture clock tuning is
dependant on the relative variance of different positions on the delay line. This tuning procedure
can be carried out independent of tenant occupancy. However, target clock tuning, background
subtraction, and side-channel attacks may be impacted by additional tenants entering and ex-
iting the shared FPGA resource. We now consider multi-tenant effects on our proposed tuning
techniques.

Target Tuning and Side-Channel Analysis. During target tuning, arriving (exiting) tenants would
increase (reduce) variance in the sensor measurements. If an arriving victim computation is not
phase-aligned to the adversary, the adversary would observe additional peaks in variance at the
frequency and phase of the new tenant logic. Figures 10 and 9 demonstrate this scenario as the
out of phase shell logic (AWS) or processor interface logic (Pynq Z2 and DE10-Nano) is clearly
distinguishable in the measured q sweep. If the arriving tenant is phase-aligned to the target
tenant, the adversary would observe a stronger peak in variance, enhancing the identification of the
target phase. However, multiple phase aligned victims would act as noise sources for subsequent
side-channel attacks, decreasing attack efficiency. In this scenario, the activity from additional
(non-target) tenants could be described as a power wasting circuit, which have been demonstrated
to reduce the signal-to-noise ratio of trace measurements [31].

Background Subtraction.Our target tuning and background subtraction techniques require approx-
imately one second on AWS and a fewminutes on the Pynq Z2 and DE10-Nano platforms to measure
background noise. During a sweep ofq to collect background traces, tenants arriving or vacating the
shared FPGA resource may perturb measurements. In this context, the adversary may under/over-
compensate for background noise. To detect a change in occupancy, an adversary could measure
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contention of a shared resource [16]. With this capability, an adversary could wait for a period of
stable occupancy to collect background traces or subtract the perturbations induced by new tenants.

5 Related Work
TDCs for Power Side-Channels. The Tunable Dual-Polarity TDC allows us to rapidly compare the
performance of our tuning techniques to different “classes” of prior work. Table 1 summarizes prior
and related work as configurations of our sensor.

In our prior work, we showcase the capabilities of our Tunable Dual-Polarity TDC on a single
vendor and characterize it’s performance with respect to side-channel attacks [8]. In this work,
we demonstrate the flexibility of our sensor architecture and tuning techniques by exploring an
Intel implementation. This implementation is identical in architecture and introduces no additional
modules. However, on Intel systems, we do not tune the sensor exclusively using fine-grained
phase-shift increments as the phase step resolution is significantly greater on Intel systems. Instead,
we use PLL phase and counter reconfiguration to accommodate the significantly larger phase-shift
increment allowed on the Intel systems. In Section 3 we proposed a methodology to sweep both
q and \ multiple times at various coarse-grained phase step resolutions to construct a composite
fine-grained sweep with an effective resolution closer to the Xilinx systems. Then, in Section 4 we
demonstrated feature parity between Intel and Xilinx systems and show tuning results from the
Intel variant of our Tunable Dual-Polarity TDC.

The majority of existing prior works never considered either \ tuning or q tuning [18, 19, 48,
49]. Such sensors cannot achieve the signal resolution gains observed in Section 4. These sensors
will not apply well to cloud-FPGA environments or across different FPGAs because they assume a
random \ and q on each device and therefore do not extract general computation elements.

Some prior work has introduced the concept of \ tuning [7, 10, 17, 30, 60]. However, many of
these are limited in ability and applicability to the cloud-FPGA environment. For example, the
method proposed in [10] involves re-configuring the number of delay elements to change where
the transition reaches in the delay line. This does not generalize well to the cloud-FPGA model, as
the delay elements need to be compiled into the design or updated with partial reconfiguration,
making it difficult to respond quickly to changing conditions in a multi-tenant FPGA.

The authors of [30] consider another primitive variant of \ tuning, where they connect the pulse
generator to several different places in the delay line through a set of multiplexers. This allows a
user to shift \ by configuring the input location to the delay line. This is more runtime configurable
but adds complexity to the design as the clock input must be duplicated and significantly limits the
range of configurability as each position of \ needs to be predefined.

A more configurable approach for \ tuning is considered in [7], which leverages partial reconfig-
uration for modifying the routing between each delay element. This relies on that feature being
exposed to the end user, which is potentially not an option in a cloud environment. This will be
slower than our approach, which makes it difficult to adjust to rapidly changing conditions in cloud
FPGAs (i.e., another user’s design is allocated to the board).

The authors of [60] propose that if calibration of the TDC is required, the clock to the delay line
can be phase-shifted using a programmable clock generator, as we have in this work. They do not
expand on this nor consider how \ tuning can be leveraged to avoid irregularities in the delay line
or adjust to the PDN load created by other users’ designs.

The classification experiment we examined in this work is an essential consideration, as multi-
tenant FPGA side-channel attacks often presuppose when and what computation is running
alongside the attacker, e.g., the attacker assumes that a victim is performing a cryptographic
operation. The first work to propose this [19] fails to generalize across FPGAs that training data
were not collected on, making it incompatible with the cloud model. It cannot be generalized
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Table 2. Summary of Vendor IP Used in Prior Work

Literature AMD Intel TDL \ tuning q tuning
[7] 3 A-CARRY4 A-ROUTE NA
[10] 3 A-CARRY4 A-CARRY4 NA
[17] 3 A-CARRY8 A-MMCM/CARRY-8 NA
[18] 3 A-CARRY4 A-CARRY4 NA
[19] 3 A-CARRY4 A-MMCM NA
[30] 3 A-CARRY4* A-CARRY4* NA
[48] 3 A-CARRY4 A-LUT NA
[49] 3 A-CARRY4 A-LUT NA
[55] 3 A-CARRY4 A-MMCM/CUSTOM NA
[60] 3 A-CARRY4 A-LUT/LATCH NA
[3] 3 I-LCELL I-PLLDR NA
[29] 3 I-LCELL NONE NA
[9] 3 I-LCELL ? NA
[52] 3 * RTL* A-IODELAY* NA
This Work 3 3 A-CARRY4/8 and I-LCELL A-MMCM and I-PLLDR A-MMCM and I-PLLDR

Both AMD and Intel FPGA voltage fluctuation sensors have been explored in a number of prior works. These works take
advantage of vendor IP components for the construction of the tapped delay line (TDL) and TDL calibration \ mechanism.
Prior work using these vendor IPs and device primitives have not provided clear guidance on migrating sensors between
vendors. Asterisks indicate that the work mentions, but does not demonstrate, vendor migration. “A-” and “I-” indicate
AMD or Intel IP/primitive cells, respectively. LCELL corresponds to logic cell primitives. CARRY4 and CARRY8 correspond
to carry primitives of length 4 and 8, respectively. IODELAY corresponds to programmable I/O delay and control elements.
MMCM and PLLDR correspond to dynamic PLL reconfiguration IPs.

because it does not consider \ and q , so it leans heavily on the architectural features of the
device for its classification. Our work rectifies this limitation and addresses a fundamental op-
timization step that must be taken with power fluctuation sensors. The classification network
used in [19], ResNet50, is significantly more complex yet performs worse than the simplistic
single-layer network used in this article. This is an important consideration if the network is to
be implemented in hardware for fast recognition to launch a CPA attack if a cryptographic device
is recognized.

To the best of our knowledge, there is no prior work demonstrating q as we have done in Section
4.4. Alternative solutions that increase the sampling frequency of TDCs can reduce the importance
of q tuning (by increasing the likelihood a transition falls when there is activity in the PDN); this
remains imprecise and limited as co-tenant frequency increases.

Table 2 shows the targeted vendor and vendor IPs used in several related works. We note that only
one prior work, [52], incorporates voltage fluctuation sensor portability as a design objective. In this
work, the authors demonstrate an RTL-compatible delay line. However, to calibrate the sensor on
Intel, the authors suggest that the VITI sensor design could take advantage of the programmable IOE
delay elements included on Intel FPGAs. However, unlike AMD programmable I/O delay elements,
Intel programmable IOE delay elements are configured before design synthesis and do not allow for
dynamic adjustments at runtime.This restrictionwould significantly diminish the tuning capabilities
of the VITI implementation on Intel devices. All prior works take advantage of vendor proprietary
IP, or device specific macros (i.e., Intel PLL dynamic reconfiguration IP, AMD MMCM, Intel LCELL,
and AMD CARRY4/8). To the best of our knowledge, no prior work demonstrates sensor migration
to an alternative vendor platform. Our work provides both a demonstrated implementation of
sensor migration and tuning details for both Intel and AMD platforms. While we do make use of
vendor IP, we describe equivalent IPs where necessary. We demonstrate feature parity between our
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two sensor implementations and our PLL configuration prepossessing algorithm allows our sensor
to maintain adequate tuning resolution between vendors

Mitigations. Physical isolation of co-tenants on the FPGA programmable logic [20, 34] mitigates
attacks that require close physical access [15, 46]. Many remote attacks do not have such constraints
on sensor placement [48, 59]. Our work reduces the benefits of physical isolation with a sensor
designed to improve the signal-to-noise ratio through q and \ optimization.

Active fences surround the co-tenant IP core with ring oscillators or other heavy-power-draw
circuits [31], which induces noise into the PDN, making it harder to extract the signal. These
techniques increase power and area consumption. Our sensor improves the signal-to-noise ratio
making attacks more effective, through q and \ optimization, as demonstrated in our results.

Krautter et al. [33] describe techniques that check the design for structures that resemble side-
channel sensors. They focus on detecting sensors using ring oscillators, those that induce timing
violations, data to clock paths, and high fanouts, which they argue are indicative circuits used in
these threat models. Our sensor is resistant to these detection techniques as it has low fanout, no
timing violations, and no combinational loops.

6 Conclusion
We present the Tunable Dual-Polarity TDC, which enables a first of its kind pipeline for recognizing
co-tenant computation, maximizing recovered leaked information, and effectively extracting con-
fidential information from a victim co-tenant. We show that the Tunable Dual-Polarity TDC can be
implemented on both Xilinx and Intel FPGA systems. Tomaintain the fine resolution provided by the
XilinxMMCMwe provide a novel PLL configuration prepossessing algorithm that filters the space of
all possible PLL configurations to compile sets of course-grained phase steps that can be aggregated
to implement fine-grain phase sweeps of our tuning parameters. In a classification experiment with
13 applications, our techniques yield an 80% classification accuracy on 5-board, leave-one-out cross-
validation, a 2.5× improvement over prior work. In addition, our sensor and tuning methodology
improves the rate at which all correct subkey values are ranked asmost likely by 2.2× in a CPA attack.
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