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SmartNICs promise hardware offloading for network applications like traffic analysis and virtual
host dispatching. However, due to memory bandwidth limitations, SmartNICs are unable to ef-
fectively accelerate applications like intrusion detection and deep packet inspection that require
high-speed reassembly. We argue that this limitation is due to an architectural mismatch: variable-
sized packets arrive out of order, but a SmartNIC’s memory is a contiguous address space broken
up into fixed-size pages. This mismatch forces multiple unnecessary copies to translate between
the two layouts.

We propose a new memory addressing scheme, flow-based addressing, which enables software to
access the reassembled payloads of a flow’s packets as a contiguous region in memory. Flow-based
addressing allows software to easily operate on reassembled payloads without copies, dramatically
reducingmemory traffic. Eliminating copies entirely requires hardware that maps logical flow offsets
to non-contiguous physical addresses and assembles misaligned payloads into contiguous cache
lines at line rate. The new memory addressing scheme introduces three architectural mechanisms: a
flow translation table, a private flow cache, and a specialized DMA engine that assembles unaligned,
variable-length packets into contiguous cache lines. We describe a prototype design on an FPGA-
based SmartNIC and show that, across synthetic microbenchmarks, university campus network
traffic, and data center web-search traffic, flow-based addressing reduces DRAM bandwidth use by
77–83%, lowers execution time by 25–62%, and increases per-core throughput by 1.33–2.66×.
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1 Introduction
Network stacks consume as much as 60% of host CPU cycles in high-traffic environments [29]. As a
result, cloud service providers have increasingly offloaded server network functions to SmartNICs
to save energy and improve throughput [10, 18, 26, 41]. Modern SmartNICs include computational
accelerators to encrypt and compress data, run regular expression patterns against packets, and
perform RDMA transactions [31, 41]. They also have general-purpose cores, which can run arbitrary
application code. Offloading computations to these cores can have many system benefits, including
reducing the data sent over PCIe [24, 48] and freeing up host CPU processing [21, 27].
On modern SmartNICs, however, computational offloads can quickly run into a bottleneck:

memory bandwidth. While link speeds continue to increase, memory bandwidth, in comparison,
remains stagnant. For example, a modern BlueField-3 SmartNIC supports 400Gbps link speeds but
only 717Gbps of aggregate DRAM bandwidth. This 1.8:1 DRAM-to-link bandwidth ratio is less
than what is needed to write every packet to DRAM and later read it at network line rate.

This tight DRAM-to-link bandwidth ratio limits what applications can run on a SmartNIC. Packet-
level processing, such as in virtualization stacks [12, 17], examines only headers, which constitute
a small fraction of traffic. However, applications that process reassembled transport-layer data (e.g.,
HTTP traffic, RPC requests) quickly run into a memory bandwidth limitation. Stream reassembly
requires writing packets to DRAM as they arrive and then later copying their payloads (a read, then
a write) into a contiguous region of memory to process (another read). In short, SmartNIC memory
is too slow to support line-rate reassembly, hindering hardware acceleration for an important class
of applications.

We argue that the memory bottleneck on SmartNICs is due, in part, to a mismatch of abstractions.
Application code spends almost all of its cycles and memory bandwidth accessing packets, but
memory is organized in pages. Pages have a fixed size, and their structure depends on high locality
through a hierarchy of page tables. Packets have low locality, as a link interleaves packets from
many flows. For example, prior work has shown how packet buffers scattered through a virtual
address space can lead to large numbers of packet drops due to IOTLB misses [38]. Packets also have
variable length, as they encapsulate application payloads. This mismatch forces applications to copy
payloads into a contiguous buffer before processing: packet payloads occupy scattered, unaligned
locations in DRAM, so the CPUmust load a full cache line from each fragment regardless of whether
it copies data explicitly or accesses it through pointers, exhausting memory bandwidth [39].

This paper proposes a new flow-based addressing scheme and flow cache controller for SmartNICs
to use limited memory bandwidth more efficiently and thus enable them to support a broader set of
applications. Rather than address packets as disjoint segments within an address space, flow-based
addressing presents reassembled segment payloads as a contiguous memory region to support
efficient on-NIC computations. Flow-based addressing introduces a new per-core memory address
translation table, called the flow translation table. When the SmartNIC CPU wants to access a
network stream, it loads a core’s flow translation table with the physical addresses of payloads and
their lengths. The transport-layer bytestream appears to that core as a contiguous, read-only block
of memory, which the core can read directly into its private flow cache. Flow-based addressing
shares goals with scatter-gather [20], which allows software to specify disjoint memory regions
that hardware merges into a single contiguous buffer in DRAM. However, flow-based addressing
differs from scatter-gather in three key ways: (1) the flow cache incorporates bytestream reassembly
into the cache hierarchy, (2) the SmartNIC CPU does not have to prepare DMA descriptors, and (3)
the flow cache is directly integrated with the instruction pipeline. Scatter-gather provides hardware
acceleration for copying disjoint regions of DRAM; flow-based addressing avoids the copies entirely.
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Efficiently implementing flow-based addressing has three challenges. First, to process a flow,
the SmartNIC CPU must be able to quickly identify the relevant packets and their locations, and
populate the flow translation table. To support the SmartNIC CPU’s configuration of the flow
translation table, our design includes a custom hardware module for parsing, storing, and managing
flowmetadata as linked lists of packets. Second, an additional addressing scheme introduces memory
coherence challenges. Our design makes the private flow cache read-only and non-coherent with
page-based addresses; this constraint holds broadly across network workloads because applications
generally consume received payload data without modifying it in place. Third, network payloads
can have arbitrary offsets and lengths, but memory must properly interact with 64-byte cache lines.
Our design leverages a custom data realignment hardware module to correctly map multiple blocks
of memory into a single cache line.

We implement flow-based addressing on an AMD Alveo U250 FPGA-based SmartNIC. We show
that flow-based addressing in networking applications reduces memory bandwidth use by 77–83%,
lowers execution time by 25–62%, and improves per-core throughput by 1.33–2.62×, showing
that flow-based addressing can resolve the imbalance between network and DRAM bandwidth.
Flow-based addressing improves SmartNIC performance by removing memory inefficiencies rather
than increasing compute throughput.

This paper makes three contributions:

(1) Identifying memory bandwidth as a key bottleneck in SmartNICs;
(2) Proposing a novel, flow-based addressing architecture that allows SmartNICs to process

reassembled flows without copying;
(3) Demonstrating flow-based addressing’s feasibility while easily integrating with arbitrary

software.

Fig. 1. To assemble an application bytestream, 1 the
SmartNIC CPU brings transport-layer segments from
noncontiguous memory locations into cache and 2
makes a copy to 3 scan the entire bytestream. 4
Cache evictions 5 move the assembled bytestream
in and out of memory.

Section 2 quantifies the limitations of Smart-
NIC memory bandwidth when analyzing
transport-layer bytestreams. Section 3 presents
flow-based addressing’s architectural support.
Section 4 describes an implementation of flow-
based addressing on anAMDAlveo U250 FPGA-
based SmartNIC. We evaluate the performance
of our prototype implementation in Section 5,
compare against relevant work in Section 6, and
conclude by discussing challenges and future
directions in Section 7.

Our results suggest that the networking com-
munity should re-examine memory addressing
in high-performance network devices.

2 Motivation
Many network applications analyze reassem-
bled bytestreams [29, 33, 39, 46] requiring de-
velopers to copy transport-layer segments into
a contiguous DRAM buffer for processing (Figure 1). Beyond the large number of DRAM reads and
writes, prior work has shown that noncontiguous packet placement harms locality [39] and that
the compensating copy is particularly expensive [8, 36, 42].

The cost of stream reassembly is high on SmartNICs compared to conventional servers because
of their limited memory bandwidth relative to their NIC speed. For example, while a Google Cloud
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Platform Cores NIC
Interface

DRAM BW
per core

NIC BW
per core Ratio

Google Cloud N2d Server
2x AMD Milan 224 100 Gbps 1.83 GB/s 0.06 GB/s 30.50
Google Cloud C3 Server
2x Sapphire Rapids 176 200 Gbps 3.49 GB/s 0.14 GB/s 24.93

Intel IPU E2000 SmartNIC [44] 16 200 Gbps 6.40 GB/s 1.56 GB/s 4.10
NVIDIA BlueField-3 SmartNIC [31] 16 400 Gbps 5.60 GB/s 3.13 GB/s 1.79

Table 1. Aggregate DRAM and network bandwidths of multiple servers and SmartNICs as shown in [31, 32,
44]. As mentioned in [32], the bandwidths reflect theoretical limits and not measured results. For the IPU
E2000 and BlueField-3 SmartNICs, the ratio of DRAM bandwidth to NIC interface bandwidth is 6.08 and
13.03 times less than the Google Cloud C3 server, respectively. Memory bandwidth constrains SmartNICs
relative to general-purpose servers.

C3 server has a per-core aggregate DRAM bandwidth to NIC bandwidth ratio of 24.93, the ratio
on SmartNICs is far lower: 4.10 on the Intel IPU E2000 and 1.79 on the BlueField-3 (Table 1). As
network link speeds continue to scale faster than DRAM bandwidth, memory is increasingly the
bottleneck for SmartNIC packet processing. Our proposed flow-based addressing removes this
bottleneck by altogether eliminating unnecessary copies.

2.1 Execution Time and Throughput Analysis

Byte pattern Occurrences (% of rules) Symbol / description

00 4,167 (43.63%) 0x00 (null)
22 1,620 (16.96%) “ (double quote)
3B 714 (7.48%) ; (semicolon)
5C 707 (7.40%) \ (backslash)
3A 367 (3.84%) : (colon)

Table 2. Top five most common patterns from the pub-
lic Snort Pulled Pork ruleset. The single null byte is
the most common pattern among the 9,549 rules in the
ruleset; however, byte patterns can consist of multiple
bytes (e.g., filename=).

To quantify the cost of copying packets from
noncontiguous memory locations in network
applications, we measured the time spent copy-
ing packets versus processing a flow in two
common bytestream analyses representative
of intrusion detection [43, 45], network per-
formance characterization [7, 46], and traffic
classification [16, 47]. The linear scan searches
for the NULL byte and the regular expression
matches the pattern [a-z][0-9] (i.e., a lower-
case letter followed by a digit). Both are repre-
sentative of common patterns in the Snort [43] intrusion detection ruleset, as Table 2 shows. We
defer a more nuanced examination of different computations to Section 5; we use these simple
examples to illustrate the hardware bottlenecks in modern SmartNICs.

The experiment uses two NVIDIA BlueField-3 DPUs [31], each equipped with a 16-core Armv8
A78 processor and 32 GB of DDR5 memory; each side uses a single core to eliminate intercore
contention. One DPU is the packet transmitter, running DPDK-based pktgen [49] to send 1,518-byte
packets at line rate. The other DPU served is the receiver, running the target network application
task. Figure 2a shows that copying overhead dominates execution time for the memory-bound
workload. For linear scan of a single byte pattern, 69% of execution time is spent copying packets
into a contiguous buffer, while only 31% is spent on processing. In contrast, for the compute-bound
regular expression search using the pattern [a-z][0-9], copying accounts for 6% of the execution
time, with 94% spent on processing. These results highlight that when workloads are memory-
bound, redundant copies directly reduce per-core throughput. Compute-bound workloads are less
sensitive to memory bandwidth but still pay a penalty.

To quantify the potential benefits of eliminating copying and to connect these measurements to
our proposed hardware approach, we compared per-core throughput between the baseline (copy-
based) implementation and a software-emulated, flow-based addressing primitive (flow-based)
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(a) Execution Time. Copying ac-
counts for 69% of total execu-
tion time in linear scan, showing
that removing copying overhead
can provide proportional execu-
tion time savings.

(b) Per-Core Throughput. Elimi-
nating copying increases per-core
throughput by 40% for linear scan
and 11% for regex search, show-
ing that reducing DRAM accesses
boosts processing rates.

(c) DRAM Access. Eliminating
copying cuts DRAM accesses by
32.1% for linear scan and 39.1%
for regex search, benefiting both
types of reassembly workloads.

Fig. 2. Execution time, per-core throughput, and DRAM accesses for copy-based and flow-based implemen-
tations. Removing copying benefits both workloads, with linear scan seeing the largest throughput gain and
both applications showing reduced DRAM accesses.

that accesses payloads in place (Figure 2b) by iterating across a list of packets in software. The
linear scan workload sees a per-core throughput increase of 40%, from 22.6 Gbps to 31.6 Gbps while
regular expression per-core throughput increases by 11%, from 2.5 Gbps to 2.7 Gbps. These results
align with the execution time breakdown, demonstrating that removing copying benefits both
memory-bound and compute-bound applications.

2.2 DRAM Bandwidth Analysis
To evaluate the impact of copying overhead on memory traffic, we measure DRAM access counts
in both applications and compare them to the software-emulated flow-based addressing implemen-
tation (Figure 2c). Since the BlueField-3 architecture does not expose LLC writeback statistics, we
collected DRAM read counts using LLC load misses, and approximated DRAM write counts using
L2 data cache writeback counts.

Fig. 3. For each transport-layer segment in a flow,
the translation table stores the physical address of
the segment, its length, and an offset that begins at
zero and increments across segments in the flow. To-
gether these fields let the SmartNIC CPUmap any byte
position in the flow to its location in memory. Such
mapping allows the bytestream to be processed as a
contiguous sequence.

For the linear scan workload, removing
copies decreases DRAM accesses by 32.1%, from
465.6GB to 316.2GB. For regular expression
search, DRAM accesses reduced by 39.1%, from
454.5 GB to 277.3 GB. Packet copying generates
substantial redundant memory traffic, even in
compute-bound applications, constraining the
computation possible on a SmartNIC.While our
experiments use software-emulation of flow-
based addressing, implementing this capability
in hardware would enable further gains by in-
corporating features such as prefetching and
flow-aware scheduling.

3 Design
Flow-based addressing provides a contiguous,
byte-addressable representation of a flow’s
bytestream to a SmartNIC’s CPU, even when
segments are noncontiguous in DRAM.

Proc. ACM Netw., Vol. 4, No. CoNEXT3, Article 37. Publication date: September 2026.



37:6 Agur Adams et al.

As Figure 3 shows, flow-based addressing centers around a per-core flow translation table that
maps logical flow offsets to physical addresses. The table allows the SmartNIC CPU to fetch any
byte range with a single lookup and the flow cache controller to place the bytestream directly into
a stand-alone, directly addressable, per-core flow cache. This eliminates redundant DRAM transfers
and the software reassembly overhead of conventional approaches.
Flow-based memory addressing minimizes changes to the existing descriptor ring by reusing

packet placement paths, preserving compatibility with existing NIC drivers and software stacks
and reducing the engineering cost of deployment. This approach contrasts with prior work such as
Ensō [39], which introduces a new CPU-NIC interface, or Pigasus [51, 52], which implements a
fixed-function parallel packet processing pipeline on the SmartNIC. In this section, we describe the
flow-based addressing mechanism and explain how it differs from conventional scatter-gather.

3.1 Contiguous Access via a Flow Translation Table

Fig. 4. Flow-based addressing
manages per-flow linked lists
and uses a translation table to as-
semble a contiguous bytestream
directly in a last-level flow cache
for immediate CPU processing.

Figure 4 depicts the execution of flow-based addressing from packet
arrival to flow assembly. When packets arrive from the network,
the NIC’s ASIC computes a unique identifier based on the packet’s
unidirectional five-tuple 1 , which allows the SmartNIC to append
the packet’s metadata to the corresponding flow-linked list 2 . If
a matching list does not exist, the SmartNIC creates a new one.
Each list entry contains the physical memory address and payload
length, extracted from the packet header during ingress, while the
payload itself is stored in DRAM based on the NIC’s descriptor
receive ring. We call this stage flow storage, and it continues until
the SmartNIC receives either the last packet of a flow or a timeout
marks the flow as complete.
To begin flow assembly, the SmartNIC CPU copies metadata

from the linked list into the flow translation table 3 and notifies
the flow cache controller to assemble the flow 4 . As shown in Fig-
ure 3, each entry in the flow translation table stores the segment’s
physical address, length, and a computed offset—the cumulative
length of all preceding segments starting from zero. This offset
provides a logical byte address within the contiguous bytestream,
enabling direct, byte-granular access without the need for the SmartNIC CPU to reconstruct the
physical addresses in software every time it wants to read some portion of the bytestream. Once
the SmartNIC CPU populates the table and notifies the flow cache controller 4 , the flow cache
controller issues memory read requests to DRAM to retrieve the required segments to reassemble
the bytestream. The flow cache controller loads the retrieved data into the private flow cache in
contiguous byte-aligned order and notifies the SmartNIC CPU that the data is ready 5 . This enables
the SmartNIC CPU to have direct access to any portion of the bytestream from the flow cache
without additional DRAM transactions 6 . Since the flow cache is private to its dedicated core, the
SmartNIC CPU evicts flow data by overwriting the cache at software-determined points, with no
inter-core contention or coherence coordination required.

Implementing flow storage and reassembly requires addressing three questions: (1) how to size
the flow cache and translation table to balance on-chip memory consumption against flow size, (2)
how to handle out-of-order TCP segments, and (3) how to manage flow retrieval and the associated
per-flow packet metadata.
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3.1.1 Cache and Table Sizing. The flow cache and flow translation table require careful sizing
to balance on-chip memory consumption against flow size: larger tables reduce the number of
iterations required for large flows but consume more silicon area. Ideally, the flow cache should
hold the entire active flow bytestream, ensuring all segments remain resident until processing
completes, and the translation table should contain enough entries to map every segment in the
flow so that the flow cache controller assembles the full bytestream in a single pass without iterating
multiple times. In both cases, larger allocations consume proportionally more on-chip silicon area.
Yet empirical network measurement studies have shown that TCP flow sizes can vary from a few
bytes to tens of megabytes or more [46], making it challenging to determine an optimal flow cache
size. To resolve this design question, we considered the cumulative distribution of flow sizes in
real-world TCP traffic from a large research university campus network. We measured the total
bytes per TCP flow of over 1.6 billion flows in a four-hour period. As shown in Figure 5, while we
observed a long tail of large elephant flows, 93.16% of flows are 10 KB or less. Therefore, assuming
a TCP maximum segment size of 1460 bytes, we size the flow cache and flow translation table to
hold enough entries for a flow of 10 KB as 93% of TCP flows meet this criterion.

Fig. 5. CDF of total bytes per TCP flow derived from
over 1.6 billion TCP flows in a university campus net-
work measured over a four-hour period. Given 93.16%
of TCP flows are 10 KB or less, we size the flow cache
to 10 KB to handle the common case in a single win-
dow. Software manages larger flows by processing the
bytestream in successive table-sized windows, advanc-
ing a logical window pointer and refilling the transla-
tion table until the flow is complete.

Software handles longer flows by loading
multiple table-sized windows. For large flows,
the SmartNIC CPU can process the bytestream
in fixed-size windows that match the transla-
tion table capacity. That is, if the table holds
𝑊 segments, the CPU first populates entries
[0,𝑊 − 1], requests assembly for the corre-
sponding byte range, and starts processing as
soon as the flow cache controller signals com-
pletion. While processing that window, the
CPU advances a logical window pointer and
refills the table with the next group of seg-
ments, repeating until it reaches the end of
the flow. To preserve correctness for workloads
with boundary-sensitive patterns (e.g., regular
expression matching), each new window can
include a small overlap region from the end of the previous window, then suppress duplicate
matches in the overlap during result reporting. This overlap policy avoids missed matches that span
window boundaries while keeping per-window metadata small and limiting how much flow-cache
space each window uses. As a result, the design supports arbitrarily long flows without requiring a
proportionally larger flow cache or translation table.

3.1.2 Out-of-Order Segments. Past network measurement studies have shown that out-of-order
TCP segments occur infrequently (0.3–3%) [13, 46, 52], so we designed our flow translation table to
handle in-order segments by default. However, if out-of-order segments do occur, the SmartNIC
CPU can reorder them in the linked list and update the flow translation table accordingly. This
allows us to maintain a simple and efficient flow assemblymechanismwhile still handling occasional
out-of-order segments.

3.1.3 Flow Retrieval and Packet Metadata. The design supports configurable retrieval strategies: for
selective processing, the SmartNIC CPU can retrieve specific offsets of the bytestream. However, for
workloads like regular expression search, the SmartNIC CPU can fetch the entire bytestream once
and reuse it from the flow cache. In the base case of our design, the SmartNIC CPU performs both
flow storage and assembly, but alternative implementations could offload parsing packet headers,
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filling and maintaining flow linked lists, and populating the flow translation table to dedicated
hardware modules. Such additional hardware support would reduce the SmartNIC CPU’s overhead
while enabling optional higher-level optimizations, including prefetching by flow offsets to hide
DRAM latency and maintain the flow cache supply, or flow-type filtering to prioritize high-value
traffic over low-value or encrypted flows.
Compared to conventional page-based memory systems, the drawback of this design is the

management of flow linked lists and their associated metadata. Nevertheless, prior work has shown
that managing flow linked lists at line rates of 100Gbps or more on FPGA-based SmartNICs is
achievable in hardware using a combination of insertion and out-of-order engines with shared
flow state managed through deamortized cuckoo hashing [35, 51, 52]. We omit optimizing this
aspect of the design since it is a well-studied problem. Instead, our work focuses on memory
bandwidth utilization. The flow translation table and flow cache are the key innovations of our
design, enabling efficient, contiguous access to flow bytestreams without the need for software
reassembly or redundant memory transfers.

3.2 Differences from Conventional Scatter-Gather

Fig. 6. Scatter-gather uses a DMA engine
to copy segments into a contiguous DRAM
buffer, requiring the CPU to read them back
and adding an extra write-read round trip to
DRAM. Flow-based addressing eliminates
this redundant traffic by assembling data di-
rectly into the private flow cache, reducing
latency and improving per-core throughput.

Scatter-gather [20] copies data from noncontiguous mem-
ory locations into a contiguous region inmemory. Scatter-
gather differs from flow-based addressing in three funda-
mental ways: copying into a DRAM buffer versus assem-
bling into the flow cache, CPU-driven versus hardware-
managed reassembly, and waiting for full assembly before
processing versus on-the-fly, pipelined access.
First, flow-based addressing assembles data directly

into a private flow cache. This avoids the multiple mem-
ory accesses inherent in scatter-gather as shown in Fig-
ure 6. On the BlueField-3, these memory accesses exceed
the DRAM-network bandwidth ratio, making DRAM the
bottleneck and preventing sustained line rate processing.
Flow-based addressing stays within this budget by per-
forming a single DRAM read into the flow cache, enabling
line-rate processing.

Second, scatter-gather requires the CPU to track phys-
ical addresses and prepare DMA descriptors before the
DMA engine copies data. With flow-based addressing,
hardware maintains the mapping from logical bytestream
offsets to physical addresses, so the CPU is abstracted from the physical layout of packets and oper-
ates only on a contiguous flow view. This shifts processing from per-packet memory management
to a flow-based model.

Third, scatter-gather delays processing until the full bytestream is assembled. Flow-based address-
ing makes segments available in the flow cache as they arrive, so the CPU can begin immediately
and overlap computation with hardware assembly. This pipelining reduces end-to-end latency and
improves parallelism.

These differences make flow-based addressing fundamentally distinct from conventional scatter-
gather. By eliminating redundant DRAM transfers, abstracting the CPU from the physical layout of
packets, and enabling immediate processing of partial bytestreams, flow-based addressing reduces
bandwidth pressure and latency while presenting software with a contiguous flow view.
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4 Implementation

Fig. 7. Flow-Based Addressing System Overview.
The design consists of a custom 1 packet handler hard-
ware module, 2 Xilinx MicroBlaze CPU with L1 cache,
a 3 custom hardware flow cache controller, and a DDR
memory controller with access to 16GB of off-chip
DDR4 DRAM.

The previous section described the design con-
cepts and benefits of flow-based addressing.
This section details a prototype implementa-
tion on the AMD Alveo U250 FPGA-based
SmartNIC. Our implementation consists of
three main components: (1) a packet handler
drives the flow storage process to direct packet
placement in DRAM and extract the necessary
packet metadata to assemble linked lists; (2) a
single-core 64-bit AMDMicroBlaze soft CPU in
the FPGA fabric that manages linked-list and
flow translation table setup during the flow
translation table population process; and (3)
a flow cache controller that performs the flow
assembly stage (Figure 7).

4.1 Flow Storage
Flow storage is the first stage of the flow-based
addressing pipeline (Figure 7). The packet han-
dler receives packets from the NIC, writes each
payload to DRAM, and emits a compact meta-
data record to the MicroBlaze soft CPU. From
the L2/L3/L4 headers, the packet handler extracts the five-tuple to compute a flow identifier, captures
TCP sequence numbers to maintain in-flow order, and records the payload’s DRAM base address
and length for later access by the flow cache controller. By extracting only essential metadata, the
packet handler emits records at line rate and maintains a clear separation between packet ingress
and subsequent stages.
The MicroBlaze soft CPU consumes the metadata stream to maintain per-flow linked lists. For

each record, software on the CPU appends the segment to the list with the matching flow identifier,
or allocates a new list for a new unidirectional flow. Using software to maintain the per-flow linked
lists is a design choice that provides configurability in which metadata fields to extract from packet
headers and preserve in the lists. However, list management is inherently repetitive, it could also
be offloaded to a custom hardware module to reduce CPU overhead.

The CPU software organizes per-flow linked lists using an open-addressed hash table for per-flow
bookkeeping and a shared node pool for segment storage. The hash table maps each unidirectional
flow identifier to the head node, tail node, and segment count of that flow’s list, enabling O(1)
per-flow lookup without scanning all active flows. The hash table resides in on-chip BRAM1 to
minimize lookup latency, while the node pool holds per-segment physical addresses, lengths, and
linkage fields in DRAM because its capacity exceeds available on-chip memory (Figure 7). Free
pool slots form an intrusive free list through the next-segment field of each node, giving the CPU
O(1) allocation and deallocation without heap fragmentation. The hash table resides in a separate
BRAM block from the flow cache, so there is no contention when software on the MicroBlaze CPU
accesses either storage location.

1BRAM refers to on-chip SRAM-like memory blocks integrated into FPGAs, offering low-latency storage well-suited for
caching and buffering compared to external DRAM.
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4.2 Flow Translation Table Population
Figure 7 illustrates how software on the MicroBlaze CPU populates the flow translation table upon
final-packet receipt or timeout and, for flows exceeding the table capacity, iteratively advances a
logical window pointer to refill the table with the next segment group until the flow cache controller
assembles the complete bytestream. Software on the CPU traverses the per-flow linked list, copies
each packet’s base address and length as provided by the packet handler, and computes the logical
offset by accumulating lengths from the first segment. Software on the SmartNIC CPU writes these
values into the translation table, with each row corresponding to a single packet in the flow. At any
point in time, the flow translation table holds translation entries for a single unidirectional flow,
even though the MicroBlaze may simultaneously maintain linked lists for multiple flows.

4.3 Flow Assembly

Fig. 8. Flow Cache Controller Architecture. 1 The
MicroBlaze issues a read request specifying the flow
offset and length. 2 The Stream Preprocessor queries
the translation table to find the physical addresses of
payload data. 3 The Stream Preprocessor sends the
physical address and length to the DRAM Reader. 4
The DRAM Reader issues read requests to DRAM. 5
The DRAM Reader processes the returned data, ex-
tracting valid bytes and storing them in the flow cache.
6 Once assembled, the flow cache controller signals
completion to the CPU.

Once software populates the flow translation
table, software on the MicroBlaze CPU issues a
<start_offset, length> request to the flow
cache controller, as shown in Figure 8. The flow
cache controller provides flow-based access to
DRAM while abstracting physical addresses
from the CPU. It consults the translation table
to determine the exact addresses and lengths of
the segments to be retrieved. Using the trans-
lation table, the flow cache controller retrieves
the requested bytestream from DRAM, assem-
bles the segments into a contiguous format, and
places the reassembled stream in the flow cache
within BRAM. The flow cache appears as a con-
tiguous region of directly addressable memory
outside of main memory. After the flow cache
controller loads the flow cache, the bytestream
is ready for software processing.

To assemble flows, the flow cache controller
uses two cooperating units: the stream prepro-
cessor and the DRAM reader (Figure 8).

The stream preprocessor scans the translation table to locate entries whose bytestream offsets
overlap with the requested <start_offset, length>. Each entry specifies a contiguous region of
physical memory and its offset within the flow’s logical bytestream. For each matching entry, the
preprocessor computes the exact sub-range to extract, constructs a StreamDescriptor with the
base physical address, valid byte count, and an end-of-stream flag, and emits these descriptors to
the DRAM reader. By performing all offset calculations and range selection up front, the stream
preprocessor isolates table interpretation from memory access, allowing the DRAM reader to focus
on executing DRAM fetches and alignment.
The DRAM reader consumes the descriptors and performs the actual memory reads. On the

transmit side, it issues DRAM read requests through AMD’s data mover IP core, supplying the
physical address and length from each descriptor. As data returns in 64-byte reads, the receive side
of the DRAM reader processes both payloads and AXI stream control signals. The AXI control
signal TKEEP mask identifies valid bytes within each read, which the DRAM reader extracts and
appends contiguously to the flow cache in BRAM. The AXI control signal TLAST marks the final
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read of the final descriptor, at which point the DRAM reader signals completion to the MicroBlaze
CPU.

The DRAM reader produces a contiguous payload buffer in the flow cache that spans all relevant
translation table entries. By using descriptors that precisely define valid ranges and addresses, the
DRAM reader fetches only the necessary bytes and merges them directly into a single buffer. The
result presents the requested bytestream to the host CPU in one contiguous flow cache, while
avoiding unnecessary DRAM overhead.
The flow cache controller supports both on-demand and speculative access patterns. Software

on the CPU can fetch only a small portion of the bytestream to decide whether deeper inspection is
required, reducing unnecessary DRAM reads. For workloads such as regular expression matching,
where repeated access is expected, software on the CPU may prefetch the entire region into the
flow cache. In both cases, the flow cache provides low-latency access without incurring additional
DRAM traffic.

4.4 Dealing with Unaligned Accesses
A key advantage of flow-based addressing is its ability to assemble transport-layer segments stored
at noncontiguous memory locations into one contiguous buffer in the flow cache. This enables the
host CPU to process flows directly from its private flow cache without extra DRAM traffic from data
copying. However, this benefit introduces the challenge of unaligned accesses. Payloads arriving
from the network rarely align with 64-byte AXI read/write access boundaries. Two factors define
the problem: the starting offset of the payload and its length, neither of which is guaranteed to
match the AXI read size to DRAM. Together these yield four possible alignment cases that require
managing arbitrary byte offsets at full throughput. To address this we designed the Flow Cache
Data Aligner, which we explain further in Appendix A but omit here for brevity.

4.5 FPGA Resource Utilization

Component Utilization FPGA (%) CPU (%)

MicroBlaze CPU and L1 Cache

LUTs 24,935 1.44% 100%
Registers 45,699 1.32% 100%
Block RAM Tiles 44 1.64% 100%

Flow Cache and Controller

LUTs 31,101 1.80% 125%
Registers 43,569 1.26% 95%
Block RAM Tiles 113 4.20% 257%

Table 3. FPGA Resource Utilization: While the de-
sign uses a modest fraction of all available FPGA re-
sources, the flow cache and controller consumes 95–
257% of the same resources as the MicroBlaze CPU
and L1 Cache.

We synthesized and implemented the complete
flow-based addressing system on the AMD
Alveo U250 FPGA with Vivado 2023.2 [4]. Ta-
ble 3 summarizes the resource utilization of the
flow cache, flow cache controller, and transla-
tion table. We implemented the packet handler
and flow cache controller as custom hardware
modules, while the MicroBlaze CPU manages
linked lists and the flow translation table in
software. The overall design consumes a mod-
est fraction of the FPGA’s resources, leaving
ample capacity for additional logic. However,
compared to the MicroBlaze CPU and L1 cache,
the flow cache and controller appear relatively
large, but the MicroBlaze CPU is a soft-core
processor highly optimized for use on FPGAs for embedded applications where the designer can
omit expensive hardware features [50]. For simplicity, we use a bare-bones MicroBlaze configura-
tion without a floating point unit, barrel shifter, or other advanced features to minimize resource
usage. In a production system, designers can use a more powerful CPU, which would reduce the
relative resource consumption of the flow cache and controller.
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5 Evaluation
We evaluate flow-based memory addressing on an AMDAlveo U250 FPGA-based SmartNIC running
at 300 MHz across three experimental setups: microbenchmarks with synthetic traffic, a large
university campus network trace, and a datacenter web traffic trace. The campus trace reconstructs
Ethernet frames from anonymized per-packet TCP metadata captured on a 100Gbps optical tap,
replacing payload bytes with zeros to preserve campus user privacy, while the datacenter trace
generates packets from a flow-size distribution [1, 2]. The campus trace was collected in coordination
with our university security, privacy, and networking teams; our IRB has indicated that analyzing
fully-anonymized traces that contain no user data to understand network dynamics does not
constitute human subjects research.

Each experiment answers three questions:
• How much end-to-end time does the flow-based approach save, and specifically how much
does copying time decrease?

• What is the net effect on per-core throughput after accounting for the flow translation table
setup cost?

• How does flow-based addressing affect DRAM read and write bandwidth?

Fig. 9. Experimental setup. The traffic generator
sends packets at line rate while the analysis server ex-
ecutes the copy-based or flow-based pipeline through
firmware instrumentation, enabling direct attribution
of latency and DRAM use to each pipeline stage.

Figure 9 shows the experimental system
setup. Two servers connect over a 100 Gbps
QSFP28 link. The traffic generator transmits
packets with pktgen [49] using an AMD Alveo
U250 FPGA configured as a standard NIC in
AMD’s OpenNIC framework [3]. The analysis
server receives packets on an AMD Alveo U250
FPGA running the flow-based addressing de-
sign with a MicroBlaze soft CPU at 300 MHz as
the compute core. Firmware on the FPGA uses
a timer to measure execution time per stage.
An AXI hardware performance monitor counts DRAM read and write bytes and transactions.

As in Section 2, we compare the flow-based pipeline against a copy-based baseline. The flow-
based pipeline has three stages: flow translation table population, a flow cache controller stage that
fetches all payloads into the private flow cache, and a linear scan or regular expression processing.
The copy-based baseline has two stages: fetch all payloads into one contiguous DRAM buffer
and process them. The experiments exclude packet processing time in both cases because it is
identical across pipelines. We also do not include the time nor memory transactions associated
with maintaining the flow linked lists as our prototype manages linked lists in software; prior work
has shown that this maintenance can instead be offloaded to hardware entirely at line rate [52],
and Appendix D provides an analytical estimate of the metadata footprint and DRAM bandwidth
cost of the software-managed approach used in our prototype. Across all three experimental
contexts, flow-based addressing reduces linear scan execution time by approximately 62%, raises
per-core throughput by more than 2.6×, and reduces DRAM traffic by more than 80%, while regular
expression search follows the same Amdahl-bounded pattern with approximately 25% reduction in
execution time and 1.34× improvement in per-core throughput.

5.1 Microbenchmarks with Synthetic Traffic
5.1.1 Execution Time. We transmit ten fixed-size 1,510-byte packets in a single flow to derive
microbenchmarks. The copy-based design takes 10.2ms to perform linear scan on these packets,
while the flow-based design takes 3.88ms, a 62% reduction (Figure 10a). Flow translation table
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(a) Execution time breakdown.
Flow-based addressing reduces to-
tal execution time by 61.96% for lin-
ear scan and 25.33% for regular ex-
pression by eliminating the copy
stage.

(b) Per-Core Throughput. Flow-
based addressing improves per-
core throughput by 2.62× and
1.33× for linear scan and regular
expression, respectively.

(c)DRAMTraffic Relative to Pay-
load. Flow-based addressing re-
duces DRAM traffic by 82% for lin-
ear scan and 79% for regular expres-
sion by sourcing data directly from
the private flow cache.

Fig. 10. Synthetic Traffic for Microbenchmarks: (a) Execution time, (b) per-core throughput, and (c)
DRAM traffic for copy-based and flow-based designs. Flow-based addressing reduces end to end time by
11.47–61.96%, improves per-core throughput 1.33–2.66×, and reduces DRAM traffic by 79–82%. The gains
come from packing unaligned payload segments into the private flow cache and avoiding construction of a
DRAM contiguous buffer.

(FTT) population appears only in the flow-based design and adds 12 µs per table read (Table 4), the
expected cost to gain a flow-centric view and processing capability. The largest benefit arises when
preparing a contiguous buffer: 5.84ms in the copy-based design falls to 10 µs in the flow-based
design (Table 4).

Stage Copy-
Based

Flow-
Based Reduction

FTT population 0.0 µs 12 µs −12 µs (–n/a–)
Build buffer 5,836 µs 10 µs 5,826 µs (99.8%)
Linear scan 4,357 µs 3,861 µs 496 µs (11.4%)

Total 10,193 µs 3,883 µs 6,310 µs (61.9%)

Table 4. Per-Stage Execution Time. The flow-based
scheme pays a small FTT setup cost of 12 µs, nearly
removes contiguous buffer build, and reduces linear
scan time by sourcing data from the private flow cache
instead of DRAM, dropping overall time by 61.9%.

Two factors drive this. First, the destination
memory differs in the copy-based case (a buffer
in DRAM) versus the flow-based case (the flow
cache in BRAM). Second, the copy-based de-
sign writes via memcpy on the CPU, whereas the
flow-based design writes into BRAM through
the flow cache controller at hardware speed.
The destination memory and the engine that
performs the work together account for the
near elimination of this step in the flow-based
design. Processing time also drops from 4.36ms
to 3.86ms, an 11% decrease (Figure 10a), be-
cause the copy-based design reads from DRAM
while the flow-based design reads directly from the private flow cache.

Flow-based addressing yields similar benefits in our regular expression search workload, reducing
copying time. The copy-based design takes 22.98ms while the flow-based design takes 17.16ms,
a 25% reduction (Figure 10a). The flow-based design still incurs the 12 µs FTT setup cost but
eliminates the 5.84ms contiguous buffer construction step, which accounts for the majority of the
time reduction. Consistent with Amdahl’s law [20], this result shows that the flow-based design’s
improvement comes from eliminating the copy stage, not from accelerating processing.

5.1.2 Per-Core Throughput. Reducing time spent copying directly increases end-to-end per-core
throughput for a fixed amount of work in linear scan. Per-core throughput rises by 162%, from
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11.4Mbps to 29.9Mbps (Figure 10b). Although FTT population costs 12 µs, the combined savings
from constructing the contiguous buffer and serving the working set from the private flow cache
total 6.31ms, roughly 525 times the setup cost. The improvement exceeds the trend in Figure 2b,
where experiments predicted a 40% gain, because the flow cache controller builds the contiguous
buffer at hardware speed and removes the software cost.

Regular expression search throughput follows the same trajectory, rising by 33% from 5.1Mbps
to 6.8Mbps (Figure 10b). The impact of flow-based addressing is less pronounced for this workload
because the processing stage dominates total execution time. The relative gain from eliminating the
contiguous buffer construction step is therefore smaller than for linear scan. Although Figure 10a
and Figure 10b show execution times on the order of milliseconds and throughput in megabits per
second, these values reflect the MicroBlaze CPU’s performance at 300MHz and not the flow cache
controller’s capabilities. The flow cache controller runs at the same frequency as the MicroBlaze
CPU but operates as a dedicated hardware engine that services requests in parallel with the CPU.
We measure its throughput in isolation to quantify the flow cache controller’s raw performance
and its ability to scale.
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Fig. 11. Flow Cache Raw Throughput. The MicroB-
laze CPU limits the overall execution time and through-
put of the network application. In isolation, the flow
cache controller can achieve approximately 76.48Gbps
at 300MHz when receiving payload data from forty
1,510 B packets over DRAM (53,382 B total). Given the
BlueField-3’s Arm Cortex A78 at 2.133GHz needs ap-
proximately 31.6Gbps of throughput when running
linear scan (Figure 2b), the flow cache controller’s de-
sign amply satisfies a single core’s needs.

We vary the number of 1,510 B packets in a
single flow from one to forty to quantify peak
assembly throughput. We measure the time
from the MicroBlaze CPU’s notification that
the translation table has been populated until
the flow cache controller reports completion of
bytestream assembly. The flow cache controller
saturates at approximately 76.48 Gbps after re-
trieving forty packets (Figure 11). Throughput
and goodput in Figure 11 distinguish total data
transferred from valid payload bytes; the differ-
ence arises because the data mover performs 64-
byte-aligned transfers from DRAM and there-
fore retrieves invalid bytes at the boundaries of
each 1,510 B packet.

Since the Arm Cortex A78 on the BlueField-3
operates at 2.133GHz [10], approximately 7.11
times the frequency of the MicroBlaze CPU, the
flow cache controller meets the demand of high-performance CPUs with ample margin. Assuming
a 7.11× frequency increase on an ASIC, the flow cache controller could potentially achieve over
543.8Gbps for a single core, comfortably exceeding the 31.6Gbps maximum per-core throughput
of the BlueField-3 in Figure 2b.

5.1.3 DRAM Access. DRAM traffic falls in proportion to the removal of redundant DRAM accesses.
As shown in Figure 10c, DRAM traffic drops from 6.0× to 1.05× the payload size, an 83% reduction
for linear scan. For regular expression search, DRAM traffic falls from 5.0× to 1.05× the payload
size, a 79% reduction. The copy-based baseline reads DRAM to form the contiguous buffer, writes
that buffer back to DRAM, and then reads it again for processing. The lower DRAM traffic aligns
with the latency and per-core throughput gains in Table 4 and is the main source of the reduction
in total time and the ratio of copying time.

In summary, flow-based addressing replaces software-driven, DRAM-backed buffer construction
with hardware-executed assembly into the flow cache. The processing stage then reads from
BRAM rather than DRAM. Together, these changes reduce DRAM traffic by 83% for linear scan
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(a) Execution time breakdown.
Flow-based addressing reduces to-
tal execution time by 62% for linear
scan and 26% for regular expression
by eliminating the copy stage.

(b) Per-Core Throughput. Flow-
based addressing improves per-
core throughput by 2.66× and
1.34× for linear scan and regular
expression, respectively.

(c)DRAMTraffic Relative to Pay-
load. Flow-based addressing re-
duces DRAM traffic by 82% for lin-
ear scan and 78% for regular expres-
sion by sourcing data directly from
the private flow cache.

Fig. 12. Campus Network Traffic: (a) Execution time, (b) per-core throughput, and (c) DRAM traffic for
copy-based and flow-based designs. Flow-based addressing reduces end-to-end time by 26–62%, improves
per-core throughput 1.34–2.66×, and reduces DRAM traffic by 78–82%, matching the synthetic results.

and 79% for regular expression search. Regular expression search gains less than linear scan
because the processing stage, not copying, dominates its runtime. Amdahl’s law bounds throughput
improvement to 1.33× for regular expression search versus 2.62× for linear scan. Across both
workloads, the consistent reduction in DRAM traffic confirms that reorganizing data movement
around flows removes the redundant copy-write-read cycle and shifts execution time from moving
data to processing it.

5.2 Large Flows and Real-World Traffic
We evaluate two additional network traffic traces to test whether the gains observed in microbench-
marks extend beyond artificial single-flow conditions. The first trace uses anonymized TCP packet
metadata collected from a large university campus network over a five-minute window, capturing
14.64 million packets across 100,211 flows dominated by bulk PSH+ACK data transfers. The second
uses a synthetic datacenter web-search workload [1, 2] with 18,607 maximum-transmission-unit
packets from 10,000 flows, spanning flow sizes from 2KB to 100MB. Appendix B and Appendix C
provide more detailed summaries of the trace construction process and characterization for the
campus and datacenter traces, respectively. The sending server replays each trace using DPDK-
based pktgen [49], and the receiving server runs the flow-based design. The following subsections
show the impact of these two traces on execution time, per-core throughput, and DRAM accesses
for both the flow-based design and the copy-based baseline, using the same linear scan and regular
expression search workloads as in Section 5.1’s microbenchmarks.

5.2.1 Large University Campus Network. As shown in Figure 12a, the copy-based design takes
167.91min to process all flows with linear scan, while the flow-based design completes in 63.16min,
a 62% reduction. Copying time falls 99% (from 96.77min to 0.51min) and processing drops 12% (from
71.14min to 62.64min) by sourcing data from the flow cache. Per-core throughput rises 166%, from
10.77Mbps to 28.64Mbps (Figure 12b), matching the 162% synthetic gain. DRAM traffic drops from
6.03× to 1.09× the payload size, an 82% reduction for linear scan (Figure 12c). Regular expression
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(a) Execution time breakdown.
Flow-based addressing reduces to-
tal execution time by 62% for linear
scan and 25% for regular expression
by eliminating the copy stage.

(b) Per-Core Throughput. Flow-
based addressing improves per-
core throughput by 2.63× and
1.34× for linear scan and regular
expression, respectively.

(c)DRAMTraffic Relative to Pay-
load. Flow-based addressing re-
duces DRAM traffic by 81% for lin-
ear scan and 77% for regular expres-
sion by sourcing data directly from
the private flow cache.

Fig. 13. Datacenter Web-Search Traffic: (a) Execution time, (b) per-core throughput, and (c) DRAM traffic
for copy-based and flow-based designs. Flow-based addressing reduces end-to-end time by 25–62%, improves
per-core throughput 1.34–2.63×, and reduces DRAM traffic by 77–81%, consistent with the synthetic and
campus results.

search follows the same Amdahl-bounded pattern: execution time falls 26% (from 383.84min to
285.71min), per-core throughput rises 34%, and DRAM traffic falls 78%.
The campus results confirm that the benefit of flow-based addressing does not depend on the

uniformity of a controlled single-flow experiment. The copy stage accounts for the same dominant
fraction of execution time regardless of flow size distribution because the inefficiency is structural:
software-driven buffer construction reads each payload segment from DRAM, writes it into a
contiguous buffer, and reads it again for processing, independent of traffic composition. Flow-based
addressing eliminates this redundant access sequence in every flow. Given the top one percent
of flows carry ninety-six percent of all traffic volume in the campus trace, flow-based addressing
eliminates the cost of copying precisely where the majority of bytes concentrate.

5.2.2 Datacenter Web Traffic. The copy-based design takes 19.30 s for linear scan and the flow-
based design completes in 7.36 s, a 62% reduction (Figure 13a). Consistent with the synthetic
and campus results, copying falls 99% (from 11.11 s to 0.14 s) and processing drops 12%. Per-core
throughput rises 163% (Figure 13b). DRAM traffic drops from 6.19× to 1.18× the payload size, an
81% reduction for linear scan (Figure 13c). Regular expression search execution time falls 25% from
43.22 s to per-core throughput rises 34%, and DRAM traffic falls 77%.

The datacenter trace spans five orders of magnitude in flow size, from 2KB query flows to 100MB
background transfers, presenting the two conditions under which flow-based addressing faces its
most demanding constraints. Short flows require the flow translation table setup cost to remain
negligible relative to the copy-stage savings it enables, while large flows require the flow cache
controller to sustain consistent throughput across many payload segments within a single flow.
The datacenter results match the campus and synthetic results across all three metrics, confirming
that the design meets both constraints simultaneously and that its gains do not depend on any
particular flow size distribution.
Across all three experimental contexts, Table 5 reveals a consistent three-way pattern: flow-

based addressing removes redundant DRAM accesses, reduces copying time, and raises per-core
throughput simultaneously. For linear scan, execution time falls approximately 62%, per-core
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throughput rises approximately 2.6×, and DRAM traffic falls approximately 81% in every case. For
regular expression search, Amdahl’s law bounds the gains to approximately 25% in execution time
and 1.34× in throughput. These results confirm that reorganizing data movement around flows
removes redundant DRAM accesses, shifts time from moving data to processing it, and scales to
realistic network traffic patterns.

6 Related Work

Context Execution Throughput DRAM

Linear Scan

Synthetic 62% 2.62× 83%
Campus 62% 2.66× 82%
Datacenter 62% 2.63× 81%

Regular Expression Search

Synthetic 25% 1.33× 79%
Campus 26% 1.34× 78%
Datacenter 25% 1.34× 77%

Table 5. Relative Performance Gains. The near-
identical results across synthetic, campus, and datacen-
ter traces confirm that the benefit scales with traffic
volume rather than with any particular flow size distri-
bution.

Flow-based addressing builds on three bod-
ies of prior work. First, on NIC-CPU through-
put, prior work has identified bottlenecks in
PCIe communication [30], descriptor receive
rings [34], and the mismatch between packe-
tized NIC interfaces and arbitrary-length ap-
plication streams [39]; this paper contributes
the SmartNIC memory bandwidth bottleneck
arising from payload reassembly. Second, on
zero-copy networking, Clark and Tennenhouse
identified copy cost as a fundamental CPU
throughput constraint as early as 1990 [11];
Cornflakes [36] and ZeroNIC [42] subsequently
address scatter-gather bookkeeping overheads
and page-alignment constraints in socket APIs.
ZeroNIC’s direct placement of payload data
from the NIC into application buffers most
closely parallels the flow cache proposed here, though flow-based addressing specifically targets
transport-layer bytestreams rather than arbitrary accelerator destinations. Third, on stateful packet
processing, managing flow entries at line rate grows harder as link speeds increase [15, 19, 37, 46],
with competing hardware and software solutions for insertion, deletion, and out-of-order han-
dling [33, 35, 51, 52]; prior work also cautions against rigid TCP hardware implementations [33, 40].
This paper adopts linked-list-based flow tracking as one viable implementation and acknowledges
that more efficient schemes may emerge.

7 Conclusion
Hardware acceleration in NICs today focuses on making common or pervasive computations faster
or more efficient, such as pushing and popping VLAN tags [22], checksums [14], and flow load
balancing [5, 23]. OpenFlow and software defined networking (SDN) pushed this one step further,
providing a rich set of hardware primitives for software to control and program a network [6, 9, 28].
By pushing these operations into hardware, NICs and their surrounding systems can process
packets at line rate without using many CPU cycles.

This paper takes a different approach from this prior work—rather than accelerate an operation
through a new offload, it aims to remove the operation entirely. Flow-based memory addressing
changes the memory architecture so software no longer has to copy packets, improving per-core
throughput and making it possible for modern SmartNICs to process application streams at line
rate with limited memory bandwidth. SmartNICs inherited page-based memory management from
the processor architectures they incorporate, despite the fact that they have a very specialized
use case with a very different structure. Our key idea is to make addressing work in the way the
applications think and use memory in the units that matter (i.e., packets are not pages) rather than
relying on a level of indirection (e.g., scatter-gather and descriptors). As memory is increasingly
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the bottleneck in computing systems [25], our work suggests that there may be untapped potential
in re-examining the memory addressing of high-performance devices.
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A Dealing with Unaligned Cases
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Header 
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Fig. 14. Examples of DRAMunalignment cases for
flow cache writes. (a) Aligned case: Data starts and
ends on 64 B boundaries, allowing direct burst writes.
(b) Partially unaligned case: The payload starts at an un-
aligned offset but ends on a boundary, enabling partial
reads at the start and end to be merged with adjacent
data for efficient storage. (c) General unaligned case:
Both start offset and length are unaligned, requiring
the Flow Cache Data Aligner to handle valid-byte ex-
traction and sequential writing. Since most real-world
traffic falls into the unaligned cases, hardware support
for partial-burst handling is essential to maintain cor-
rectness and throughput.

The flow cache controller reads payload data
from DRAM in 64-byte bursts over an AXI
bus. Given transport-layer payloads follow
variable-length headers, their starting offsets
and lengths rarely align to burst boundaries.
Two factors define the alignment relationship
between a payload and DRAM bursts: the start-
ing offset of the payload and its length. To-
gether, these factors yield four distinct cases
that the flow cache controller must handle cor-
rectly and efficiently (Figure 14). This appendix
details each case and the strategy used to ad-
dress it.

Case 1 (Offset Aligned, Length Aligned):
This is the ideal scenario. As shown in Fig-
ure 14a, the flow cache controller can read 64-
byte bursts directly from DRAM and store them
into the flow cache without any additional processing. For instance, a request at offset 0 with length
128 results in two clean accesses of DRAM reads that map directly into the cache. In practice, this
case is rare. Transport-layer payloads usually follow variable-length headers (e.g., Ethernet, IP,
TCP, etc.), which prevent alignment to burst boundaries. On the Alveo U250, payloads typically
begin after 54 bytes of headers, making a perfectly aligned start offset unlikely.

Fig. 15. FlowCacheData AlignerOperation:Using
the AXI control signal TKEEP, the Data Aligner identi-
fies valid bytes in each read from DRAM, rotates, and
merges them with any residual bytes from the previous
read to form contiguous 64B writes into the flow cache.

Case 2 (Offset Aligned, Length Un-
aligned): The payload begins on a burst bound-
ary, but its length is not a multiple of the burst
size. The flow cache controller must therefore
handle a partial burst at the end of the trans-
fer. Given that payload starts are typically un-
aligned, this case seldom occurs in practice.
Both Case 1 and Case 2 can thus be dismissed
as uncommon scenarios for the flow-based ad-
dressing scheme.

Case 3 (OffsetUnaligned, LengthAligned):
— This case reflects common traffic patterns,
where payloads begin at unaligned offsets (e.g.,
54 bytes) but still have lengths that align to
access boundaries. For instance, a request start-
ing at offset 54 and spanning 128 bytes requires
three DRAM bursts, producing 10B, 64B, and
54B of valid data as shown in Figure 14b.
Case 4 (Offset Unaligned, Length Un-

aligned) — Flow Cache Data Aligner: This is the most general and complex scenario, where
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Metric Value

Capture duration 300 s
Packets written 14,638,353
Unique flows 100,211
Avg. packets per flow 146.1
PCAP files 894
Total PCAP size 15.73 GB

Payload Range Count (%)

0 B (header-only) 3,735,216 25.52
1–100 B 171,375 1.17
101–500 B 209,915 1.43
501–1000 B 94,832 0.65
1001–1400 B 4,801,089 32.80
1401+ B 5,625,926 38.43

TCP Flags Count (%)

ACK 12,961,215 88.54
PSH+ACK 1,398,469 9.55
SYN 104,434 0.71
FIN+ACK 81,934 0.56
SYN+ACK 47,519 0.32
CWR+ECE+SYN∗ 22,684 0.15
ECE+SYN+ACK∗ 12,921 0.09
RST+ACK 4,233 0.03
Other 4,944 0.03

(a) Trace Summary. (b) Payload Size Distribution. (c) TCP Flag Distribution.

Fig. 17. Characterization of the campus network traffic trace. (a) 14,638,353 packets across 100,211
flows over 300 s, averaging 146.1 packets per flow. (b) 71.23% of frames carry more than 1,000 B. (c) ACK and
PSH+ACK together account for 98.09% of packets.

neither the starting offset nor the payload length align with burst boundaries. Unlike Case 3, there
is no guarantee that packet borders fall on predictable byte boundaries, requiring a strategy that
supports byte granularity. Considering a case with a start offset of 54 bytes and a length of 129
bytes in Figure 14c, the third DRAM burst would contain 55 valid bytes, making it impossible to
merge cleanly with the next packet. In such cases, every packet boundary introduces misalignment.

The flow cache controller still reads DRAM in aligned 64-byte bursts to sustain throughput, but
AMD’s data mover IP core operates in unaligned burst mode to shift the first valid byte to index 0
of the burst stream. This offloads the handling of unaligned starting offsets from the controller,
eliminating the need for internal bit-shifting logic.

Once the Data Mover returns all data from memory, the flow cache controller writes valid bytes
sequentially into the cache using the TKEEP signal provided by AMD’s data mover IP core. This
signal indicates which bytes in each burst are valid, allowing the Data Aligner to merge those
bytes with any residual bytes from the previous burst (Figure 15). Any data that does not fit into
the current 64-byte write is retained as residual bytes for the next write operation. This process
continues until all data from the requested length is written into the flow cache.

B University Campus Network Traffic Trace

Fig. 16. CDF of campus traffic flow sizes. The top
1% of flows each exceed 600 KB and carry 96% of all
traffic volume, confirming bulk-transfer dominance.

Trace construction. We use the Iris [37]
network analysis framework to develop
tcp_packet_recorder, a purpose-built Rust
application running on a 100Gbps optical
network tap connected to the core switching
infrastructure of a large university. The
application samples 1% of TCP flows by a
deterministic five-tuple hash and records all
subsequent packets of each accepted flow to
completion, preserving an unbiased flow-size
distribution. To meet 100Gbps capture constraints, it records only anonymized per-packet TCP
metadata: a nanosecond timestamp, HMAC-SHA-256-keyed anonymized source and destination IP
addresses, port numbers, TCP payload length, TCP flags, and flow direction. No payload bytes are
stored. The application distributes traffic across 16 RX cores, writing 24-byte binary records per
packet.
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Metric Value

Payload size per packet 1,460 B
Packets written 18,607
Unique flows 10,000
Avg. packets per flow 1.9
PCAP files 2
Total PCAP size 28.5 MB

Payload Range Count (%)

0 B (header-only) 0 0.00
1–100 B 0 0.00
101–500 B 0 0.00
501–1000 B 0 0.00
1001–1400 B 0 0.00
1401+ B 18,607 100.00

TCP FlagsCount (%)

ACK 18,607 100.00

(a) Trace Summary. (b) Payload Size Distribution. (c) TCP Flag Distribution.

Fig. 18. Characterization of the synthetic datacenter web-search traffic trace. (a) 18,607 packets across
10,000 flows, averaging 1.9 packets per flow. (b) 100% of frames carry a full 1,460-byte payload. (c) All 18,607
packets carry only the ACK flag (100%).

Reconstruction. A Python reconstruction script merges the 16 per-core binary streams using a
min-heap keyed on nanosecond timestamps, requiring 𝑂 (𝐶) memory proportional to capture core
count 𝐶 . For each record, the script synthesizes a complete Ethernet/IPv4/TCP frame with inde-
pendently verified checksums and a zero-filled payload matching the recorded length, preserving
frame sizes, inter-packet timing, and flow structure while satisfying anonymization requirements.
The script partitions output into PCAP files capped at 16,384 packets to respect the MicroBlaze
CPU’s FIFO queue depth. Both tools are available in the online repository.
Trace characterization. The 5min capture window yields 14.64 million packets from 100,211

flows totaling 15.73GB of metadata across 894 PCAP files (Figure 17a). Payload sizes confirm
bulk-transfer dominance: 71% of frames carry more than 1,000 B (Figure 17b). Figure 16 shows that
the top 1% of flows each exceed 600KB and carry 96% of all traffic volume. ACK and PSH+ACK
frames together account for 98% of packets (Figure 17c). This flag distribution exercises all three
firmware segment reassembly paths: PSH+ACK continuation, FIN termination, and RST recovery,
confirming the trace faithfully represents a real-world, bulk-transfer-dominated workload.

C Datacenter Web-Search Network Traffic Trace

Fig. 19. CDF of datacenter web-search flow sizes.
More than 95 % of bytes originate from the 30% of flows
exceeding 1MB, confirming elephant-flow dominance.
Recreated from data reported in [2].

Trace construction. We derive the datacenter
trace from the web-search flow-size distribu-
tion characterized by DCTCP experiments [1,
2], which spans 2 KB latency-critical query
flows to 100MB throughput-sensitive back-
ground update flows (see Figure 19). Measure-
ments from production web-search clusters
document that more than 95% of all bytes
originate from the 30% of flows exceeding
1MB [1, 2]. This distribution simultaneously
exercises the short-flow case, where flow trans-
lation table setup cost must remain negligible relative to total execution time, and the byte-dominant
large-flow case, where the flow cache controller must sustain high throughput across many payload
segments and amortize that setup cost across a complete reassembled bytestream. A purpose-built
generation script samples the empirical CDF to produce 10,000 directional flows and generates
complete Ethernet/IPv4/TCP frames at maximum transmission unit size for each sampled flow,
yielding 18,607 packets averaging 1.9 packets per flow.

Reconstruction. The generation script constructs each frame from a 14-byte Ethernet header, a
20-byte IPv4 header, and a 20-byte TCP header with independently verified checksums followed by
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a full 1,460-byte payload, and partitions the output into two sequential PCAP files each bounded at
16,384 packets to respect the MicroBlaze CPU’s slower 300MHz clock speed. The script verifies
Ethernet/IPv4/TCP checksums across all 18,607 frames prior to replay.
Trace characterization. Figure 18a summarizes the trace: 18,607 packets across 10,000 flows

averaging 1.9 packets per flow, totaling 28.5MB across 2 PCAP files. Figure 18b confirms that
all 18,607 packets carry a full 1,460-byte payload, placing every frame in the highest payload
range and presenting the flow cache controller with a uniform stream of maximum transmission
unit segments. Figure 18c shows that all packets carry only the ACK flag, which exercises the
firmware’s sliding window mechanism across an uninterrupted sequence of contiguous segments
and confirms the trace presents a uniform, high-density workload that stresses the flow cache
controller’s high-throughput segment assembly path.

D Linked-List Metadata Footprint and DRAM Bandwidth Cost
Section 5 excludes the time and memory transactions associated with maintaining the flow linked
lists because our prototype manages linked lists in software on the MicroBlaze soft CPU rather
than in hardware. This appendix provides an analytical estimate of the metadata footprint and
DRAM bandwidth cost of this software-managed approach, grounded in the firmware’s own struct
layouts and constants (Section 4).
Metadata footprint. Each linked-list node (flow_node_t) stores a 4-byte flow identifier, the

40-byte packet-metadata record (pkt_meta_t, sized by the fixed PKT_META_SIZE constant), and
2-byte next/previous segment pointers, for 48 B per received packet (up to 56 bytes under worst-
case compiler alignment). Since we cap the node pool at 20,000 entries in our implementation, the
aggregate metadata occupies at most 1 MiB of DRAM regardless of trace length, which is under
0.01% of the 16GB DDR4 capacity we dedicate for our experiments.
Per-packet DRAM bandwidth cost. Each list append issues one 48-byte node write, which

fits within a single 64-byte DRAM burst matching the flow cache controller’s own DRAM access
granularity (Section 4), plus a read-modify-write of the previous node’s link field, bounding the
added DRAM traffic to between 64 B and 192 B per packet.
Applied to our traces. Applied to our traces (10 synthetic, 14.64 million campus, and 18,607

datacenter packets), this adds at most 1.9 KB, 2.81 GB, and 3.57 MB of DRAM traffic, respectively –
4–12% on top of the flow-based design’s already-measured DRAM traffic in every case. Folding this
into the measured ratios raises them from 1.05–1.18× payload size to at most 1.09–1.31×, still a
79–82% reduction versus the copy-based baseline’s 5.0–6.19× and within a few percentage points
of our measured 81–83% reduction for linear scan. Prior work has also shown that linked-list
maintenance can be offloaded to hardware entirely at line rate [52], which would eliminate even
this small residual cost.
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